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Abstract. Sanitizable signature schemes allow a designated sanitizer
to modify selected fields of a signed document without invalidating the
signature. Existing schemes assume the sanitizer’s key is permanently
secure, but in practice sanitizer keys are long-lived: a hospital’s data-
release officer, a court registry, or a GDPR compliance system may hold
the same sanitization capability for years or decades, making compromise
a planning assumption rather than an exceptional event. We introduce
Dual-Forward-Secure Sanitizable Signatures (DFS-SS), the first saniti-
zable signature scheme in which both the signing and the sanitization
capability are forward-secure. After the signing key is compromised, past
signatures remain unforgeable; after the sanitizer key is compromised,
past sanitizations outside a configurable window W remain unforgeable.
The window parameter captures a novel trade-off between operational
flexibility and compromise resilience that does not arise in prior work.
We formalize six security properties that jointly cover every non-trivial
attack scenario, and give a generic construction from any forward-secure
signature scheme, a forward-secure tagged chameleon hash (FS-TCH, a
new primitive we introduce), and a collision-resistant Merkle commitment.
The security model required particular care in ruling out two non-trivial
attack vectors: an assembled-replay attack on the sanitization capability
and a policy-reachability subtlety in the signer’s unforgeability. We in-
stantiate the construction with XMSS and a new lattice-based FS-TCH
whose security reduces to Module-SIS, collision resistance of SHAKE-256,
and PRG security of a GGM tree. A GGM-tree optimization keeps the
sanitizer state under 500 bytes for practical parameters.
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1 Introduction

Sanitizable signature schemes [6J12] solve a fundamental tension in data dissemi-
nation: a signer authenticates a document, but a designated sanitizer must later
be able to modify or remove sensitive fields (a patient’s name from a medical
record, a classified source from a court filing, personal data from a blockchain
transaction) without invalidating the signature. The resulting sanitized document
carries a valid signature that any verifier can check, without knowing what was
changed or when.
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These schemes assume that the sanitizer’s key is permanently secure. In
practice, however, sanitizer keys are long-lived: a hospital’s data-release officer, a
court registry system, or a GDPR compliance officer holds the same sanitization
capability for years or decades. Over such timescales, key compromise is not an
exceptional event but a planning assumption. Standard forward-secure signa-
tures [9] address this for the signer: the signing key evolves period by period
under mandatory erasure, so a current-key compromise cannot be used to forge
past signatures. But no analogous protection exists for the sanitizer.

The core tension: key rotation vs. sanitization in the past. Applying forward
security naively to the sanitizer key creates an immediate conflict. A document
signed in period t may need to be sanitized weeks or months later, in period
t' > t. If the sanitizer’s key for period ¢ has already been erased by the time ¢’
arrives, the sanitization is impossible, even for the legitimate sanitizer. Conversely,
retaining old key material defeats key evolution: an adversary who compromises
the state at period ¢’ can still forge sanitizations for arbitrarily old documents.

This tension has a parameter: the sanitization window W. A small W limits
the damage of a compromise but requires that sanitizations be performed promptly
after signing. Setting W = 1 gives the strongest guarantee (epoch-local only);
W = T degenerates to a static key; intermediate values trade operational flexibility
for exposure window. This trade-off is, to our knowledge, novel. It does not arise
in forward-secure signatures (where a forgery is such regardless of which past
period it targets) nor in existing sanitizable signatures. We formalize this via
FS-SAN(W): after compromising the sanitizer state at te.p, the adversary can
sanitize documents within Winyy (fexp) but nothing older.

Our approach. The sanitizer’s capability is implemented via a chameleon hash
trapdoor: knowledge of the trapdoor allows computing collisions, which is the
mechanism that makes sanitization possible without invalidating the signer’s
commitment. For forward security, the trapdoor must evolve with mandatory
erasure. We introduce Forward-Secure Tagged Chameleon Hashing (FS-TCH) as
the primitive underlying our construction: a chameleon hash with a time-evolving
trapdoor whose security notion FS-COLL(W') captures windowed compromise-
resilience. The tagged structure, where each hash value is bound to a public tag
encoding the signing period, policy, and block index, prevents an adversary from
reusing a collision across contexts, and builds on the tagged chameleon hashes of
Li and Liu [23].

Long-lived sanitizer keys also motivate resistance to quantum attacks: a key
generated today may still be in use in 2035-2040. We therefore provide a concrete
instantiation based on XMSS [18/29], standardized by NIST for post-quantum
use in SP 800-208 [29], and a lattice-based FS-TCH reducing to M-SIS in the
standard model, for which no poly-time quantum algorithm is currently known.

On signature size. Our concrete instantiation produces signatures of approx-
imately 3.28 MB for ten mutable blocks. While large compared to standard
signatures, sanitizable signatures are used for infrequent, high-stakes operations
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(releasing a medical record, disclosing a court filing, redacting a blockchain trans-
action) where the signature is stored and transmitted once alongside the document
rather than exchanged in an interactive protocol. Reducing the signature size is
an interesting open problem. Section

Contributions.

1. Model (Section . We define DFS-SS syntax and six security properties:
EUF-CMA (standard existential unforgeability, holding without any key
exposure), FS-EUF (forward-secure unforgeability of the signer, holding even
when the sanitizer is fully corrupted), FS-SAN(W) (windowed forward-security
of the sanitization capability, holding even when the signer is fully corrupted),
and Sanitization Soundness (policy enforcement after sanitizer-key exposure).
We show that FS-EUF implies EUF-CMA and identify the precise semantic
dependency between FS-EUF and FS-SAN(W). Naive definitions admit trivial
attacks (assembled-replay in FS-SAN(W); policy-reachability in FS-EUF),
which we identify and close.

2. Primitive: FS-TCH and FS-COLL(W) (Section [4)). We introduce FS-
TCH and FS-COLL(W), capturing windowed trapdoor compromise-resilience.
FS-SAN(W) reduces to FS-COLL(W) via a tight black-box reduction.

3. Generic construction (Section @ A modular DFS-SS from any FS-EUF-
CMA signature X, any FS-TCH, and a collision-resistant Merkle commitment.

4. Post-quantum instantiation (Sections . XMSS as X; a new lattice-
based FS-TCH reducing to MSIS in the standard model. A GGM-tree opti-
mization [7] keeps the sanitizer state at O((W +1logT) - ) bits (< 500 B for
W =10, T = 2%0).

5. Security proofs (Section . Formal reductions for all six properties in
the standard model, tight up to collision-resistance losses.

2 Related Work

We survey the four lines of work most closely related to our contribution and
conclude by positioning DFS-RS precisely within the existing literature.

2.1 Redactable and Sanitizable Signatures

Foundations. Sanitizable signatures were introduced by Ateniese, Chou, de
Medeiros, and Tsudik [6], who formalized the setting in which a designated sani-
tizer may modify predefined message blocks without invalidating the signature.
Brzuska et al. [I2] provided the first comprehensive formal treatment, identifying
six properties — unforgeability, immutability, privacy, transparency, account-
ability, and unlinkability — and studying their relationships. Relation-based
redactable signatures, in which admissible modifications are characterized by
a binary relation rather than a fixed sanitizer, were formalized by Brzuska et
al. [II]. A general framework for redactable signatures supporting designated
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redactors was given by Krenn, Samelin and Sommer [2I]. Bilzhause, Péhls and
Samelin [10] provide a comprehensive survey of the state of the art, explicitly
identifying the absence of post-quantum constructions and long-term key security
as open problems.

Recent extensions. Subsequent work extended the basic model in various di-
rections: policy-based access control for sanitizers (P3S, CT-RSA 2020), multi-
sanitizer settings with independent admissibility policies [4] (AsiaCCS 2026), and
accountability mechanisms for multi-redactor scenarios. None of these extensions
considers forward security of either the signer or the sanitizer key — the threat
model universally assumes that all keys are permanently secure.

What we add. Our work introduces time-evolving keys for both parties under
mandatory erasure, formalizes the resulting dual forward-security guarantees as
independent security properties (FS-EUF and FS-SAN(W)), and provides the
first formal treatment of compromise resilience of the sanitization capability as a
standalone notion.

2.2 Forward-Secure Signatures

Classical constructions. Forward-secure signatures were proposed by Anderson [5]
and formalized by Bellare and Miner [9]: the public key is fixed while the
signing key evolves period by period with mandatory erasure, ensuring that past
signatures remain unforgeable after exposure of the current key. Abdalla and
Reyzin [1] reduced key sizes, Malkin, Micciancio and Miner [25] gave efficient
generic constructions with an unbounded number of periods, and Krawczyk [19]
gave a simple generic transformation from any signature scheme.

Lattice-based forward-secure signatures. Forward-secure group signatures from lat-
tices were studied by Ling, Liu, Nguyen and Wang [24], who combined the lattice
key-evolution paradigm with group signature accountability under LWE /SIS in
the random oracle model. A fully dynamic variant was subsequently constructed
in [3I]. These works target group signatures, not redactable signatures, and do
not model a designated redactor with an independently evolving key.

Hash-based PQ schemes. XMSS [I8] and LMS/HSS [20], standardized in NIST
SP 800-208, achieve forward security from hash one-wayness and are the most
practical PQ-secure forward-secure signatures today. We use them as the X
component of our construction.

What we add. All prior forward-secure signature work protects only the signing
capability. In a sanitizable signature scheme, the sanitizer holds an independently
generated key; forward-securing only the signer leaves the sanitizer key as a per-
manent single point of failure. Our work formalizes and achieves forward security
for both parties simultaneously, with separate and independent guarantees.
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2.3 Chameleon Hash Functions

Classical constructions and security hierarchy. Chameleon hash functions, intro-
duced by Krawczyk and Rabin [20], are the primary tool underlying sanitizable
and redactable signatures. Derler, Samelin and Slamanig [15] systematized the
hierarchy of security notions: standard collision resistance (s-CR), enhanced colli-
sion resistance (e-CR), and full collision resistance (f-CR). Derler, Krenn, Samelin
and Slamanig [14] showed f-CR is achievable from simpler and post-quantum
assumptions.

Tagged chameleon hashes. Li and Liu [23] (PKC 2024) introduced tagged chameleon
hashes (tCH), where each hash is associated with a unique public tag, and con-
structed the first tCH with post-quantum restricted collision resistance (r-CR)
from SIS in the standard model without random oracles. The one-time tag mode
of their scheme is structurally related to our FS-TCH at W = 1: tags are unique
per block, but the trapdoor is static.

Post-quantum sanitizable signatures. The most closely related recent work is
Clermont, Diizlii, Janson, Porzenheim and Struck [I3] (PQCrypto 2025), who
developed the first quantum-secure sanitizable signature schemes from lattice
assumptions. Their central technical contribution is a new lattice-based chameleon
hash achieving full collision resistance (f~-CR) even under adversarial access to
the adapt oracle — a property that prior lattice-based CHFs lacked, rendering
them insecure for sanitizable signatures. They also present the first lattice-based
verifiable ring signature, used to add accountability to their SSS construction.
Precise comparison. Clermont et al. and our work address orthogonal gaps.
Their chameleon hash has a static trapdoor: once generated, it is held permanently
by the sanitizer and is never evolved. Their security model does not consider
trapdoor exposure or forward security of the sanitizer key. By contrast, our
FS-TCH adds time-evolving key material with mandatory erasure, yielding FS-
COLL(W): once the current trapdoor state is exposed, adaptations targeting
periods outside the window W remain unforgeable even with the exposed state.
The two results are incomparable: Clermont et al. achieve the strongest static-key
notion (f~-CR under adapt oracle access) but no forward security; we achieve
forward-secure collision resistance (FS-COLL(W)) under a weaker static-key
notion (r-CR suffices for our construction via the tag structure), but introduce a
time-evolving dimension absent from all prior work. At the lattice level, the two
approaches differ in how they handle trapdoor information. In Clermont et al.,
f-CR requires that Adapt outputs reveal no exploitable information about the
(static) trapdoor even after many oracle queries — standard Gaussian preimage
sampling from a fixed matrix does not achieve this, and they address it via a
more elaborate sampling strategy. Our FS-TCH avoids this issue entirely by a
different mechanism: each period’s trapdoor T; is generated independently via
TrapGen and physically erased after use, so forward security follows from erasure
rather than from distributional hiding. A construction simultaneously achieving
f-CR and FS-COLL(W) — a forward-secure fully-collision-resistant chameleon
hash — is a natural but non-trivial open problem that we leave for future work.
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Quantum-resistant chameleon hashes for blockchains. Wu, Ke and Du [30] pro-
posed key-exposure-free chameleon hashes from lattices for redactable blockchains.
Their notion captures that an adversary who observes a collision cannot recover
the trapdoor — a static-key property that does not provide forward security
against direct trapdoor compromise.

2.4 Forward Security and Redactability: The Gap

No prior work combines: (i) a designated-sanitizer model with independently
evolving signing and sanitization keys, (ii) a formal windowed compromise-
resilience notion for the sanitizer key (FS-COLL(W) and FS-SAN(W)), and (iii)
a post-quantum instantiation in the standard model. This gap is not merely
quantitative: it requires new security notions (FS-COLL(W), FS-SAN(W), FS-
EUF for DFS-SS) and a new cryptographic primitive (FS-TCH) with no precedent
in the literature. Table [[f makes this precise.

Table 1. Comparison with related work. v'= achieved; o = partial or implicit; — =
not applicable or not achieved. CH = chameleon hash security notion used (e-CR/r-
CR/{-CR/KEF as defined in [1530]).

Scheme FS-Sig FS-San W-window Std. model PQ  CH notion

Ateniese et al. [6] — — — — — e-CR
Brzuska et al. [I2] — — — v — e-CR
Brzuska et al. [11] v — e-CR

Bellare-Miner [9] v
XMSS/LMS [1826] v  — —
v

o v —
Ling et al. [24] — — — v —
Li-Liu [23] - — v v -CR
Wu et al. [30] — o — — v KEF
Clermont et al. [I3] — — — — v f-CR
This work (IIy) < v v v v FS-COLL(W)

o for Wu et al.: their key-exposure-free notion partially limits trapdoor leakage but
does not model time-bounded forward security.
FS-COLL(W) implies r-CR when tep, = 00 (no compromise occurs).

3 Preliminaries

3.1 Notation

We write A € N for the security parameter. A function f: N — R is negligible
if f(A) = A~“(); we write negl(\). PPT stands for probabilistic polynomial-time;
QPT for quantum polynomial-time. For a finite set S, z < S denotes uniform
sampling. For an algorithm A, y < A(z) denotes running .4 on z and assigning
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the output to y. [n] := {1,...,n}. For a bitstring s, |s| denotes its length. We
use || for concatenation of length-delimited strings.

Sanitization window. Throughout the paper, T' € N denotes the total number of
time periods, indexed by t € {0,...,T — 1}, and W € [T] denotes the sanitization
window parameter. We define once and for all:

Winw (1) := {max{0,7 — W + 1},...,7} for 7 €{0,...,T —1}.

All schemes and experiments in this paper reference this definition.

3.2 Discrete Gaussian Distributions

For o > 0, the discrete Gaussian distribution Dy , over Z assigns to each z € Z
probability proportional to exp(—x?/(20?)). The m-dimensional variant Dzm ,
is the product distribution over Z™. For y <— Dzm ., one has |ly|2 < oy/m with
overwhelming probability [28].

For a matrix A € Zy*™, a trapdoor T4, a target u € Zy, and a Gaussian
parameter o, the algorithm SampleD(A, T4, u,0) returns y € Z™ distributed as
Dzm , conditioned on Ay =u (mod q), provided o > || T4 - w(v/logm) [17].

3.3 Collision-Resistant Hash Functions

Definition 1 (Collision-resistant hash function (CRHF)). A collision-
resistant hash function is a family H = {Hj, : {0,1}* — {0,1}*MN} \ together
with a PPT key-generation algorithm HGen (1) that outputs a key k. The collision-
resistance advantage of a PPT adversary A is

AdvS (A, \) :=Pr|z # 2’ A Hg(z) = Hg(z') | k < HGen(1%), (z,2/) A(l)‘,k)] .

H is collision resistant if Advy; (A, ) = negl(\) for all PPT A.

Throughout, we fix a CRHF H : {0,1}* — {0,1}?* and write H for both
the function and the family (with key implicit in pp). For the post-quantum
instantiation, H is SHAKE-256 at 384-bit output (Section [8.1]).

3.4 Merkle Commitment

Definition 2 (Merkle commitment). Let H : {0,1}* — {0,1}"™ be a hash
function and let ¢ € N be the number of leaves. The Merkle commitment
MerkleCom( Py, ..., P) is defined recursively as follows.

— Pad ¢ to the next power of two L = 21198241 by appending L — ¢ copies of a
fixed padding symbol L ¢ {0,1}*.

— Leaf hashing. For i € [L], set vl(o) := H(leaf || i || P;), where leaf € {0,1}® is a
domain-separation tag.



8 R. Cimorelli Belfiore, A. L. Ferrara

— Internal nodes. For depth d = 1,...,log, L and node index j € [L/29], set
v§d) := H(node||d| 7|l Ué{j:}) I Ué?_l)), where node € {0,1}® is a domain-
separation tag with node # leaf.

— Root. Output v§10g2 L e {0,1}™.
We write MerkleCom(Py, ..., Pp) € {0,1}" for the root.

Remark 1 (Domain separation). The distinct tags leaf # node prevent second-
preimage extension attacks: an adversary cannot use an internal-node hash value
as a valid leaf, or vice versa. This is the standard domain-separation technique
of [8].

The key security property we need is that the Merkle root is binding: it is
infeasible to find two distinct leaf sequences that hash to the same root.

Lemma 1 (Merkle commitment binding). Let H : {0,1}* — {0,1}" be
collision resistant. Then for every PPT adversary A there exists a PPT adversary
B such that

Pr[(Pl,...,Pg) £ (Pl,...,PHA

MerkleCom(Py, ..., P;) = MerkleCom(P, ..., P))| < (2logy, L) - Adv; (B, \).

where L = 219821 s the padded tree size and the probability is over the random-

ness of A.

Proof. Let A output two distinct leaf sequences (P,...,FPp) and (Pf,...,F))
with the same Merkle root r. We construct a PPT adversary B that finds a
collision in H.

Tree labelling. Extend both sequences to length L by padding. For each sequence,
compute all 2L—1 node values {v§d)} and {v’ ;d)} asin Deﬁnition By assumption,

(logo L) _ s(logo L) __
1 =v3 =

the roots coincide: v T.

Finding a collision by tree traversal. Since (Py,...,Pp) # (P{,...,P}), there
exists at least one leaf i* € [L] such that P;« # P}, (or their paddings differ).

We trace a path from the root to leaf i* in both trees, comparing node values
at each level. At the root (level d = log, L): vgog? D= ’u/glogz L) = r. At the
leaf (level d = 0): vi(?) = H(leaf || * || Pix) # H(leaf ||i*|| P.) = v’§9), because
H is injective on distinct inputs of the form (leaf ||| -) except with probability
Adv (B, N).

Therefore, traversing from root to leaf, there must exist a level d* € {1,...,log, L}
and a node index j* such that:

v-;‘*i*) _ 1)/5-?*)7 but (,Ué;ii:i)’ ’Ué?:_l)) # (,Ulgiji:i)’ ,U/gt;ifl))'

Such a level exists by a discrete intermediate-value argument: at the root the
values are equal; at the leaf level they eventually differ; so there is a first level
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where they diverge. Formally: define f(d) =1 if v](f(j()i) = E'(Zr)i) along the path to
i* at depth d, and f(d) = 0 otherwise. We have f(log, L) =1 and f(0) =0, so
there exists d* with f(d*) =1 and f(d* — 1) = 0.

At level d*, the preimages under H are:

= node || d* || 5* || v{% Z D (ot Y

j*71 2]'* 3
2’ = node || d* || j* || v'S5 2 oS Y.

We have H(xz) = H(z') (both equal vj(-il*)) and x # 2’ (the children differ at level
d* — 1). By domain separation (node # leaf), neither x nor z’ can equal any
leaf-level input, so this is a genuine collision in H on distinct inputs. B outputs

(z,z).

Union bound. The path from root to leaf ¢* has length log, L, so there are at most
log, L internal levels where a collision could arise. Additionally, the leaf level itself
contributes at most one event. By a union bound over all log, L + 1 < 2log, L
levels:

Pr[A wins] < 2log, L - Adv; (B, ).

Since L = 2/1°82¢1 < 2/, we have log, L < 1 + log, £, which is polynomial in A
(as £ = poly())). Hence the right-hand side is negl(\) whenever Adv%; (B, \) is
negligible.

Remark 2 (Tightness of the bound). The factor 2log, L is standard for Merkle
trees and represents the depth of the tree. In practice, for £ = 22° (one million
leaves), this is at most 40, a modest constant. For the post-quantum setting with
H = SHAKE256 at 384-bit output, the residual collision probability is at most
40 - 27128 ~ 27122 for any QPT adversary.

Remark 3 (Opening paths). While MerkleCom as defined here outputs only the
root, in the DFS-RS construction the full tree is stored implicitly in the signature
via the leaf payloads (Pi)z‘e[Z] and the randomness p. Verifiers recompute the entire
tree from scratch, so no explicit authentication paths need to be transmitted. This
simplifies the construction at the cost of O(¢) hash evaluations per verification —
acceptable for the document sizes we target.

3.5 Forward-Secure Signature Schemes

Definition 3 (Forward-secure signature scheme). A forward-secure signa-
ture scheme for T time periods is a tuple of PPT algorithms X = (X .Setup, X .KG,
X.Upd, X.Sign, X.Vf):

— X.Setup(1*,T) — ppx: generates public parameters.

— Y KG(ppx) — (vk,sko): outputs a public verification key vk and an initial
signing key sko for period 0.

— X.Upd(sks) — skiy1: evolves the signing key from period t to t + 1 with
mandatory erasure of sky.
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— X.Sign(sky, t, M) — o5 signs message M in period t.
— Y\Vf(vk,t, M,o5) — {0,1}: verifies.

Correctness: for all ppx, (vk,sko), allt € [T, all M: if o5 + X.Sign(sky, t, M)
then X.Vf(vk,t,M,ox) = 1.

Definition 4 (FS-EUF-CMA). Scheme X satisfies forward-secure existential
unforgeability under chosen-message attack (FS-EUF-CMA) if for every PPT
adversary A the following advantage is negligible:

D VF(vk, t*, M*,0%) =1
AdvEEm (A N) = Pr | A t* < tep
AT, MY) ¢ Q

where Osign(M) signs M in the current period and records (t, M) in Q; Ouypd()
advances the period with erasure; Opreak() Teturns the current signing key and
records texp =t (callable at most once).

(vk, sko) + X.KG(ppx)
(t*, M*, 0*) « AOsienOpd: OBreak (k)

Definition 5 (Message-binding verification). X has message-binding verifi-
cation if for every (vk,t,ox), there is at most one M such that X Nf(vk,t, M,05) =
1, except with negligible probability over key generation. XMSS satisfies this prop-
erty: verification deterministically recovers a candidate Merkle root from (M,ox),
and two distinct messages yield distinct roots under second-preimage resistance
of the underlying hash.

4 Forward-Secure Tagged Chameleon Hashing

In this section we introduce Forward-Secure Tagged Chameleon Hashing (F'S-
TCH), a primitive underlying our DFS-SS construction. An FS-TCH provides an
evolving trapdoor allowing the sanitizer to compute hash collisions within the
current window; past collisions become infeasible after key evolution and erasure.

Definition 6 (FS-TCH scheme). Let A\,T,W € N with W € [T]. A forward-
secure tagged chameleon hash scheme for T periods and window W is a tuple

FS-TCH = (FS-TCH.Setup, FS-TCH.KGg,,, FS-TCH.Upd Hash, Adapt),

san’

together with a deterministic public time-extraction function time(-) that maps
every tag 1) to a period time(n) € {0,...,T — 1}. The algorithms are as follows.

— FS-TCH.Setup(1*, T, W) — pp: outputs public values containing T and W .

— FS-TCH.KGgan(pp) — (pk™", ské™): outputs a public hash key and an initial
trapdoor state for period 0.

— FS-TCH.Upd,,(sk;™") — ski3" - evolves the trapdoor state from period t to
t + 1, with mandatory erasure of ski™".

- Hash(pkgg:,mm; r) — h: hashes message m under tag n using randomness .

— Adapt(sk$®", n,m, r,m’') — ' or L: produces randomness v’ such that Hash(pk!S",
n,m;T) = Hash(pkzgﬂ,n,m’; "), or returns L if adaptation is not permitted.

I
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Experiment Expigfr(éhuw) (A, X)

pp < FS-TCH.Setup(1*, T, W); (pk'", sk&") <= FS-TCH.KGgan(pp);

san’

t < 0; texp < +00; broken < 0; Qaq + 0.

(,,7*7 m,T, m’, 7"/) — AoHash’OAdaptaOUpdﬁoBreak (pkzg*r:)

Return 1 iff:

(1) broken = 1; (2) Hash(pk " n* m; r) = Hash(pk<" n*,m/;r"); (3) m # m’;
(4) (0 1,10 7) & Qg and (1,17, 1,7) ¢ Qugs (5) time(s”) <ty — W+ 1.

Ohash (1, m; 7): return Hash(pki<" 7, m;r).

Opdapt(n, m, 7, m’): if time(n) ¢ Winw (¢) return L; r’ < Adapt(ski®",n,m,r,m’);
if ' #L then Qaq < Qaa U {(n,m,r,m/,r")}; return r’.

Oupd(): if t = T'—1 return L; ski¥"; + FS-TCH.Upd,,, (ski"); erase ski®"; ¢ « ¢t+1.
Ogreak () if broken = 1 return L; broken <— 1; texp < t; return ski*".

san(

Fig. 1. FS-COLL(W) experiment.

Tags. A tag n encodes the signing period, policy, and block index of a specific hash
instance; time(n) extracts the period. Adapt changes only the randomness, not the
tag. The current period ¢ in Adapt(sk;®",-) refers to the time of the sanitization
attempt; time(n) refers to the period to which the tagged hash instance belongs.

Window-locking. In period t, adaptation is permitted only for recent tags:
Adapt(ski", 7, ) returns L unless time(n) € Winy (¢). For W = 1 this specializes
to the epoch-local rule time(n) = ¢.

Correctness. For any t, any tag n with time(n) € Winy (¢), any messages m, m’
and any randomness 7: if 7/ < Adapt(sk$®", 7, m, r,m’') #.L then Hash(pks", 7, m
r) = Hash(p k;an,n,m r').

Static collision resistance. Hash is statically collision resistant if without the trap—
door it is infeasible to find m # m’ and randomness 7, r’ such that Hash(pk<", , m
r) = Hash(pk" 5, m/; ).

FS-COLL(W) security. After obtaining sk®" at tex, via Opreak (callable once), it is
infeasible to output a fresh collision (n*,m,r, m’,r’") with time(n*) < texp — W +1.
The adversary has access to Opash (honest hashing), Oadapt (honest adaptations
within Winyy (t), logged in Q.q), and Oypq (key evolution with erasure). Freshness
excludes the collision and its symmetric counterpart from Q,q-

Definition 7 (FS-COLL(W) security) FS-TCH satisfies FS-COLL(W) if for
all PPT adversaries A: Adv Eg ﬁghl' (AN = Pr[Ex Eg gcéhL W)(.A A) =1] is
negligible. The full experiment is given in Fig. 1]
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5 Dual-Forward-Secure Sanitizable Signatures

In this section we introduce DFS-SS schemes.

Definition 8 (DFS-SS). Let W € [T], message space M, policy space II, and
admissibility relations Ry C M?. Let Winy (1) :={t € [T]: 71— W +1 <t < 7}.
A DFS-SS scheme II consists of core algorithms (Setup, KGgig, Updgig, KGsan,
Upd,,,, Sign, Sanitize, Vf) and auziliary functions (ExtractVK, ExtractCore,
ExtractPolicy, Dmod) used in correctness and security definitions.

Informal description. Setup fizes global parameters. KGsg and KGsan generate
independent evolving key pairs; KGsan takes vk as input, binding the sanitizer to
a specific signer. Updg, and Upd,, advance each key with mandatory erasure.
Sign produces a signature committing to the message, policy, signing period,
and designated sanitizer. Every signature must contain a signer-side core: a
component that only the signer can produce and that any subsequent sanitization
must preserve. This invariant is what allows the security model to separate
attacks on the signing capability from attacks on the sanitization capability.
ExtractCore isolates it. Sanitize produces a new signature on a policy-admissible
modification within the signing window, preserving the signer-side core. Vf verifies
any signature, original or sanitized. ExtractVK and ExtractPolicy recover the
verification key and policy from a signature.

Dmod is an auziliary predicate (not an operational algorithm) that determines
whether a candidate forgery is derivable from prior oracle outputs; its instantiation
depends on the policy class.

Formal algorithms.

— pp < Setup(1*, T, W): generates public parameters; T and W are implicitly
available from pp.

— (vk,sky®) < KGsig(pp): outputs a public verification key vk and initial signing
key sky® for period 0. _

— sk:'f_l — Updsig(ski'g): evolves the signing key with mandatory erasure of sk;'®.

— (Pkean, Ski ) < KGean(pp, vk): outputs a public sanitizer key pke,, and initial
sanitizer state skg" for period 0.

— ski?", < Upd,,,(ski™"): evolves the sanitizer state with mandatory erasure of
ski™".

— o « Sign(sk;®, t,m, m, pke,,): signs message m € M under policy = € II in
period t, binding the signature to the designated sanitizer pk

— o' + Sanitize(sk3", t,m,o,m’) or L: let pk,,
sk&". Outputs o’ only if:

san

san*

be the public key associated with

(i) Vi(t,m, o, pkl,,) = 1; (verifies signature and enforces signer binding)
(i1) (m,m') € R, where m := ExtractPolicy(o); (policy check)
(iii) t € Winy (7); (window check)

otherwise returns L. The epoch T is determined unambiguously by sk3".
— VI(t,m, o, pke,,) — {0,1}: outputs 1 iff o is a valid signature on m for period
t under ExtractVK(pkg,,), with the correct designated sanitizer pke,,.
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ExtractVK(pk,,,) — vk: deterministic; recovers the verification key from pke,,.
— ExtractCore(o) — cx: deterministic; extracts the component of o that Sanitize
must leave unchanged.

— ExtractPolicy(o) — 7: deterministic; extracts the policy 7 from o.
Dmod(o’,m,m/,t, 7, S, R) — {0,1}: where S is a finite set of signed tuples
(t,m,m,0), representing previously signed messages m along with their signa-
tures o at time t under policy 7w, and R is a finite set of sanitization tuples
(t,m,m,m’,ox), where (m,m’) represents a sanitization of the message m to
m/, and ox; is the signer-side core of the signature that must remain unchanged
after sanitization. The function returns 1 if the signature o’ on message m'
for period t under policy ™ can be derived from the signed messages and
sanitizations in S and R. Otherwise, it returns 0.

Definition 9 (Correctness). IT is correct if for all honestly generated keys,
all 7 € [T), t € Winw (1), 7 € II, (m,m’) € Ry:

(Z) o< Sign(Sk§Ig7 t? m’ 7r7 pksan) :> Vf(t7 m7 0-’ kaan) = 1;
(i1) o' < Sanitize(sk®", ¢, m, o, m’) £ L= Vf(t,m’', o', pkey,) = 1;
(iii) (Core invariance.) o’ < Sanitize(sk3™", ¢, m, o, m') #1= ExtractCore(c’) =
ExtractCore(o); _
(iv) (Policy consistency.) o < Sign(ski®,t,m, T, pke,,) = ExtractPolicy(c) = m,
and o’ < Sanitize(sk3",t,m, o, m’) #1= ExtractPolicy(¢’) = 7;
(v) (Sig-key consistency.) (pke,,,sky) < KGsan(pp, vk) = ExtractVK(pkg,,) = vk.

5.1 Security Definitions

To cover every non-trivial attack scenario, we define six security properties
for DFS-SS (Table . EUF-CMA is baseline unforgeability without any key
exposure. FS-EUF holds after signing-key compromise, even when the sanitizer
is fully corrupted. FS-SAN(W) holds after sanitizer-key compromise, even when
the signer is fully corrupted. Immutability and FS-Immutability capture that
without the sanitizer key, even policy-admissible modifications are infeasible; the
former covers all periods, the latter additionally allows signing-key compromise
for past periods. Immutability complements EUF-CMA, and FS-Immutability
complements FS-EUF: in both cases the complemented property must exclude
policy-reachable messages because its adversary has sanitizer access. Sanitization
Soundness captures policy enforcement after sanitizer-state exposure. The “Dual”
in DFS-SS refers to the pair FS-EUF / FS-SAN(W), which independently protect
the two evolving keys. This is precisely the guarantee of dual forward security:
even when both keys are compromised, past periods remain protected. At the
current period the adversary holds live keys and can re-sign freely; this is inherent
to any signature scheme.

Forward-Secure Unforgeability. FS-EUF captures forward security for the

signing functionality: after learning sk®® at time tzixgp, the adversary still cannot

forge a valid signature for any period ¢ < g%, This remains true even if the
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Table 2. Security coverage. Each cell names the property preventing the attack.

Compromise New signature Policy-compliant Policy-violating
None . EUF-CMA Immutability EUF-CMA
Signing key (t < t2%,) FS-EUF  FS-Immutability FS-EUF
Sanitizer key (¢ < tgp—W+1) FS-EUF FS-SAN(W) San. Soundness
Both keys (t < t38)) FS-EUF FS-SAN(W)T FS-EUF

tFor t < tap — W + 1. At the current period (¢t > tzifp), the adversary holds live keys
and can re-sign any modification; this is inherent to any signature scheme.

sanitizer state is compromised at any epoch. The oracle interface is standard: Os;gn
signs, Osanitize applies policy-admissible modifications, Oypg advances both keys
with erasure, Opreaksig reveals the current signing key once, and Opyeaksan reveals
the current sanitizer state without restriction. A policy-reachability condition
in the winning check is necessary: the adversary holding the sanitizer state can
compute any policy-reachable message offline, so such messages must be excluded
from FS-EUF. These cases are instead covered by the complementary notion of
FS-Immutability, which captures the ability to produce a valid signature on a
policy-reachable message without access to the sanitizer key.

Definition 10 (FS-EUF security). A sanitizable signature scheme II is FS-
EUF secure if, for all PPT adversaries A as defined in the game of Fig.[3, the
advantage Advi?EUF (A, N) := Pr[Exp2 BV (A4, \) = 1] is negligible in X.

Experiment Exp"? (4, \)

pp < Setup(1*, T, W);

(vk, ski€) < KGsig(pp);

(PKgan; SkE") 4= KGsan (pp, vk);

t < 0; Qug <+ 0; 138 < +oo0; broken « 0.

(%, m*, 1%, 0*) A9sign>Osanitize: OUpd OBreaksig » OBreaksan (pkeyn)-

Return 1 iff all of the following hold:

1. broken =1, (exposure must occur)

2. VE(t*,m*, 0", pkg,,) =1, (forgery verifies)

3. dm, 6 (t*,7%,M,5) € Qsig and (1, m*) € R+, (not policy-reachable from any
signed message)

4.t < teE,. (target period before exposure)

Otherwise return 0.
Oracles are defined in Fig. [3

Fig. 2. FS-EUF security game for IT against adversary .A.
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Oracle Osigy(m, ): Oracle Oypq():

o < Sign(ski®, t,m, T, pky,); if t=T — 1 then return 1;
Qsig <~ Qsig U {(t7 ™, m, 0)}’ sk?il A Updsig(Skilg); erase Sk?gé
return o. skiy < Upd,,,(ski"); erase ski";

t+t+1;ret 1.
Oracle Osaitize(t', m, o, m’): + 15 return

if t' ¢ Winw (¢) then return L; Oracle Ogreaksig():

if Vf(t',m, o, pk,,) # 1 then return L; if broken = 1 then return 1;
7 < ExtractPolicy(o); broken < 1; tzifp — t;

if (m,m') ¢ R, then return 1; return skjig,

o' < Sanitize(ski", t',m, o, m');

if 0/ =1 then return L; Oracle Opresisan():

return o return ski".  (unrestricted)

Fig. 3. Oracles for the FS-EUF experiment (Definition , Osign and Oypq are shared
with the FS-SAN(W) experiment (Definition . Oupd advances both keys in lockstep;
this is without loss of generality, since the signing period ¢ is embedded in the signature
and the window check ¢t € Winw (7) depends only on the sanitizer’s local epoch 7.

The standard EUF-CMA notion is recovered by removing Ogyeaksig and drop-
ping condition (4) from the winning check. EUF-CMA and FS-EUF are therefore
complementary: the former protects all periods in the absence of signing-key
exposure, while the latter protects past periods even after such an exposure. In
both notions, policy-reachable messages must be excluded (condition 3) because
the adversary has sanitizer access; the corresponding guarantees without sanitizer
access are provided by Immutability and FS-Immutability, defined next.

Immutability and FS-Immutability. Immutability guarantees that, with-
out the sanitizer key, signed documents cannot be modified, even via policy-
admissible changes. FS-Immutability extends this guarantee to past periods after
signing-key exposure. Accordingly, Immutability complements EUF-CMA, and
FS-Immutability complements FS-EUF: since their adversaries lack sanitizer
access, no exclusion of policy-reachable messages is needed.

Definition 11 (Immutability / FS-Immutability). E| A sanitizable signature
scheme II achieves FS-Immutability if, for all PPT adversaries A as defined in the
game of Fig.|4}, the advantage Adv> ™™ =PI (4 )) .= Pr[Exp"> ™Mbl (4 \) =
1] is negligible in A. II achieves Immutability if the same holds for the variant
without Ogreaksig and dropping conditions (1) and (4).

Forward-Secure Sanitization Capability. FS-SAN(WW) formalizes compro-

mise resilience of the sanitization capability: after obtaining sk®" at ¢35, the

! FS-Immutability implies Immutability for all periods t* < T — 1 (the adversary calls
Ogreaksig one epoch after the target). Immutability covers all periods including 7' — 1
without requiring key exposure.
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FS-Immutability

Experiment Exp;; (A, N)

pp < Setup(1*, T, W);

(vk, sk5%)  KGsig(pp);

(PKgans SkG") <= KGsan(pp, vk);

t <+ 0; Qug <+ 0; t3 < +o0; broken + 0.
(t*,m*, U*) «— AOSignwOUpdvoBveakSig(pksan).

Return 1 iff all of the following hold:

1. broken =1, (exposure must occur)

2. VI(t*,m*, 0", pkg,,) =1, (forgery verifies)

3. (t,m*) ¢ {(t,m): (t,7,m,0) € Qsig}, (not directly signed; no reachability
exclusion)

4. t* < tiifp. (target period before exposure)

Otherwise return 0.

Oracles Osign, Oupd, and Ogreaksig are as in Fig. @ No sanitizer oracle is provided. For
Immutability: remove Opreaksig and drop conditions (1) and (4).

Fig. 4. FS-Immutability experiment (Definition . The adversary has no sanitizer
access; condition (3) does not exclude policy-reachable messages. Immutability is the
variant without Ogreaksig, dropping conditions (1) and (4).

adversary cannot produce a fresh sanitization for ¢t < {35 — W + 1. The ad-
versary may expose both the sanitizer state (Opyeaksan, once) and the signing
key (Okxposesig, unrestricted). The winning conditions rule out degenerate wins:
the base must be honestly signed (condition 5); the core must be preserved,
since the adversary has the signing key and producing a different core is trivial
(condition 7); and the forgery must not be derivable from prior oracle outputs

(condition 8, via Dmod = 0).

Definition 12 (FS-SAN(W)). A sanitizable signature scheme II is FS-SAN(W)
secure if, for all PPT adversaries A as defined in the game of Fig.[3, the advantage
AdvlFTS'SAN(W)(A, A) = Pr[EpoSSAN(W)(A, ) = 1] is negligible in X.

Sanitization Soundness. Even after full exposure of the sanitizer state, any
publicly verifiable modification of a signed document must respect the embedded
policy. The adversary receives the complete sanitizer state via Ogyposesan and does
not need a separate Ogsanitize Oracle since it can compute sanitizations directly
from the exposed state. Sanitization Soundness assumes the signing key remains
honest: with both keys compromised, the adversary can re-sign any message and
policy enforcement is trivially impossible. This is inherent, not a limitation of
our model.

Definition 13 (Sanitization Soundness). A sanitizable signature scheme IT
is sanitization-sound if, for all PPT adversaries A as defined in the game of
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Experiment EpoS'SAN(M”(A, A)

pp < Setup(1*, T, W);

(vk, sk3®) < KGsig(pp);

(PKgans Sk ") < KGsan(pp, vK);

[ 0; Qsig — @, Qsan — @; t:ig — +400; broken + 0.
(t*,m*, o, m*, o) + AOSignvOSanitizevOUpdvOBreakSanﬁoExposeSig(pk ).
7* < ExtractPolicy(c*), =*' < ExtractPolicy(c*').

Return 1 iff all of the following hold:

1. broken =1, (exposure must occur)
2. V(t*,m*, 0", pkg,,) = 1 and Vf(t*,m*, 0" pkg,) = 1, (both verify)
3. =7, (same embedded policy)
4. m* #m* and (m*,m*) € R+, (admissible modification)
5. (t*, 7", m*,0%) € Qsig, (base is honestly signed)
6. A5 : (t*,7*,m",5) € Osig, (target not directly signed)
7. ExtractCore(c*’) = ExtractCore(c*), (signer-side core preserved)
8. Dmod(a*',m*, m* t*, 7", Qsig, Qsan) = 0, (not derivable from oracle outputs)
9. t* <tgp—W+1 (target period outside the safe window)

Otherwise return 0.
Oracles are defined in Fig. [§

Fig.5. FS-SAN(W) security game for IT against adversary A.

Fig. @ the advantage Adv"™*"" (A, \) := Pr[ExpR">°"" (A, \) = 1] is negligible
m A

6 A Generic Construction

This section presents a DFS-SS scheme Ty for the selectively mutable blocks
policy class: messages are tuples m = (my,...,my) € M¥, policies are subsets
7 C [€] designating the mutable positions, and R, := {(m,m’) € M3 : Vi ¢
T, m; =mj}.

Building Blocks. The construction uses:

(i) a forward-secure signature scheme X' = (X.Setup, X.KG, X.Upd, X.Sign, X.Vf)
satisfying FS-EUF-CMA and message-binding verification (Definition ;
(ii) an FS-TCH scheme with FS-COLL(W) security (Section [4);
(iii) a CRHF H inducing a binding Merkle commitment MerkleCom(-) (Lemma [i]

in Section [3.3).

All tuple concatenations use a fixed injective encoding Enc(-).
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Oracles Osign and Oupg are as in Fig. @

Oracle Osaitize(t', m, 0, m'): Oracle Ogreaksan():

if t' ¢ Winw (¢) then return L; if broken = 1 then return .;
if Vf(t',m, o, pk,,) # 1 then return L; broken < 1; t&p < t;

m < ExtractPolicy(o); return ski".

if (m,m’) ¢ R, then return L;

o' < Sanitize(ski", ', m, o, m');

if 0’ =1 then return L;

Qsan + Qsan U {(¢', m,m, m’, ExtractCore(c))};

!
return o'.

Oracle oExposeSig():
return ski®.  (unrestricted)

Fig. 6. Oracles specific to the FS-SAN(W) experiment (Definition [[2). Osign and Oypd
are as in Fig. El Osanitize additionally records in Qsan; Opreaksan 1S a single-compromise
oracle, unlike the unrestricted Ogreaksan in Fig.

6.1 The DFS-SS Scheme ITy

Notation. For mutable position ¢ € 7 and period ¢, define tag n - ; := Enc(t, 7, 4)
with time(n; ;) = t. Given message m = (my, ..., my), randomness p = {r; }iex,
and sanitizer key pkg,,, define leaf payloads:

P {Enc(mUt7 Nt HaSh(pkz(a::777t,7r,i7mi; 7"2)) (S T,
i

Enc(fix, i, m;) i ¢,

document digest ¢ := MerkleCom(Py, ..., P;) (using the CRHF H), and authen-
ticated statement M := Enc(t, 7, ¢, pk

san)'

Construction idea. The signer commits each block at the leaf level of a Merkle tree:
fixed blocks are committed directly, mutable blocks via the FS-TCH chameleon
hash. The signer then signs the statement M, which binds the digest ¢ to the
period ¢, policy 7, and designated sanitizer pkg,,, preventing policy swapping, key
substitution, and cross-period replay. To sanitize, the sanitizer replaces m; with
m}, by computing fresh randomness r; < Adapt(sk3", s i, M, i, m}) satisfying
Hash(pk;‘:,‘],nt,,rmmi; ri) = Hash(pkzgﬁ,ntmi, m}; ;). Since each leaf payload, the
Merkle root ¢, and hence M are unchanged, the original signature oy remains
valid without re-signing. The scheme [Ty consists of the following algorithms. All

algorithms implicitly parse pp = (pps, PPich, H, Enc, T, W), pkesn = (pkﬁgt‘],vk),
and o = (m,p,05).

— pp < Setup(1*, T, W): run X.Setup(1*,T) — ppy. and FS-TCH.Setup(1*, T, W
b))

— PPich; fix a CRHF H and an injective encoding Enc; output pp := (ppsx;, PPich;
H, Enc, T,W). _

— (vk, skg®) < KGsig(pp): run X.KG(ppy:); output vk and skg®.

— ski¥) < Updgg(sky®): run X.Upd(sk;®); erase ski®.

— (pkgyp, SkS") < KGean(pp, vk): run FS-TCH.KGgun(ppies) — (PKE", skS2"); out-
put pkg,, := (pk<", vk) and sk&".

san?
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Experiment Exp%’"sm’"d (A, N)

pp < Setup(1*, T, W);

(vk, skg®) < KGsig(pp);

(pksam Sk%an) A KGsan(pp7 Vk);

t < 0; Qg < 0; exposed < 0.

(t*7 m*’ a‘*’ m*/’ g—*/) — AoSign »OUpd > OExposeSan (pksan)'
7* < ExtractPolicy(c*), 7" «+ ExtractPolicy(c*").
Return 1 iff all of the following hold:

1. exposed = 1, (exposure must occur)
2. Vf(t*,m*, 0%, pky,) = 1 and Vf(t*,m* 0" pkg,) = 1, (both verify)
3. (t*, 7", m") € Osig, (base must be honestly signed)
4. 7' =q*, (same embedded policy)
5. (t*, 7%, m") ¢ Qqg, (target not directly signed)
6. m* #m* and (m*,m") ¢ Rn=«. (policy violation)

Otherwise return 0.
Oracles are defined in Fig. [§

Fig. 7. Sanitization-Soundness security game for IT against adversary A.

Oracle Oypa is as in Fig. [3

Oracle Osigy(m,): Oracle Ogxposesan():

o < Sign(ski®, t,m, T, pky,); if exposed = 1 then return L;
Qsig + Qg U{(t,m,m)}; exposed <+ 1;

return o. return sk3".

Fig. 8. Oracles for the Sanitization Soundness experiment (Definition . Oupd is as
in Fig. Osign differs from Fig. [3} it records only the triple (¢,7,m) in Qsig, not the
quadruple (¢, 7, m, o), since the soundness goal does not require tracking the signature
itself. Ogxposesan 1S a single-exposure oracle: it returns the current sanitizer state once
and | on any subsequent call.

— skid « Upd,,, (ski™"): run FS-TCH.Upd,,,(sk;™"); erase ski*".

— 0 « Sign(sk$® ¢, m,m,pkg,,): sample p = {r;}iex; compute (Pi)iclgy € =
MerkleCom(Px, ..., P;), M := Enc(t, m, ¢, pke,y,); output o := (m, p,ox) where
ox + X.Sign(sk$®, ¢, M).

— o' < Sanitize(sk®", ¢, m, o, m’) or L:

let 7 := ExtractPolicy(c) and pkZ,, be the public key associated with sk3".
If VE(t,m, o, pkl,,) # 1, or t & Winw (1), or (m,m’) ¢ Ry: return L.

Foreachi € A:= {i € m: m; # m}}, compute r; < Adapt(sk", Ny x.i, My, 15, M}).

Set p'[i] := 7} for i € A and p'[i] := p[i] otherwise.
Output ¢’ := (m,p',05).

— b < Vf(t,m,o, pkg,,): recompute (P;);c[q, ¢ := MerkleCom(P1, ..., P), M :=
Enc(t, 7, ¢, pkey,); return X.VE(vk, t, M, o).
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Eatractors. ExtractVK(pke,,) := vk; ExtractCore(o) := ox; ExtractPolicy(o) := 7.
Derivability predicate Dmod. Dmod is not an operational algorithm of ITyy; it is
an auxiliary predicate used in the FS-SAN(W) winning condition (Definition
to determine whether a candidate forgery is derivable from prior oracle outputs.
In the construction, each mutable block has an independent chameleon hash, so
the adversary can assemble a forgery by picking, for each modified position, a
randomness value obtained from a different sanitization query. Dmod classifies
such coordinate-wise recombinations as derivable, along with direct replays.
A forgery is genuinely fresh only if at least one modified position carries a
randomness value never produced by any prior query within the same signer-side
core. In the FS-SAN(W) experiment (Definition [T2)), the abstract parameters S
and R of Dmod (Deﬁnition are instantiated as S = Qsig and R = Qsan. The
core notion is the reachability set. Given signing log Qsig, sanitization log Qsan,
period ¢, policy 7, and a signer-side core o, define R*(¢, 7,05, Osig, Osan) as the
smallest set of messages satisfying:

(a) (Base.) If (t,m,m, &) € Qg and ExtractCore(6) = o5, then m € R*.
(b) (Closure.) If m € R* and (¢, m,m,m,05) € Qsan, then m’ € R*.

Since the signer-side core o5 signs M = Enc(t, 7, ¢, pke,,), the period ¢ and policy
7 are already determined by oy via message-binding verification; we include
them as explicit parameters for clarity.

The predicate Dmod(o’, m, m/, t, 7, Qsig, Qsan) = 1 (where o', := ExtractCore(c”))
iff at least one of the following holds:

(i) (t,m,m,m',0’%) € Qsan; (direct replay with matching core)
(ii) for every i € A’ := {i € w: m} # m;}, there exists (¢, 7,7, ,0%) € Qgan
with M) =m}, 1, # m;, and m € R*(t, 7, 0%, Osig, Qsan)- (assembled replay)

6.2 Correctness

If ¥ and FS-TCH are correct, then IIy satisfies Definition [9}

(i) Signed messages verify. Follows from X-correctness. (i) Sanitized mes-
sages verify. For i € A, FS-TCH correctness gives Hash(pk'S", 7 i, m;7:) =
Hash(pk'Sh ;.. m}; 1), so P/ = P;. For i ¢ A: P/ = P; by construction
(m, = m; and r; = r;). Hence ¢ = ¢, M' = M, and X.Vf(vk,t,M,o5) = 1.
(iii) Core invariance. Sanitize outputs o’ := (7, p’, o0x) with ox unchanged, so
ExtractCore(o’) = ExtractCore(o). (iv) Policy consistency. Both Sign and Sanitize
output 7 as first component, so ExtractPolicy(c) = ExtractPolicy(c’) = 7. (v)

Sign-key consistency. KGean sets pk,, = (pk'" vk), so ExtractVK(pkg,,) = vk.

san’ san

Tterated sanitizations. If o’ (obtained by sanitizing o) is sanitized again at a later
epoch 75 with ¢ € Winy (72), FS-TCH correctness guarantees that Adapt on the
current randomness still produces a valid collision for the same hash value, so
the Merkle root, M, and X .Vf(vk,t, M,ox) = 1 are preserved.
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7 Security Proofs

We prove all four security properties of IIyy with concrete bounds.

7.1 Forward-Secure Unforgeability

Theorem 1 (FS-EUF security of ITy ). Let IIyw be the DFS-SS scheme from
Section[B. Assume:

(i) X satisfies FS-EUF-CMA (Definition[});
(it) H s collision resistant (hence MerkleCom is binding by Lemmall)).

Then Iy satisfies FS-EUF (Definition @) Concretely, for every PPT adversary
A there exist PPT adversaries Bx and By such that

AdVZEUF (A 0) < AdVESTM (B, \) + Adv (B, A).

Proof. Let A be a PPT adversary with AdeS‘IVEUF(A, A) = €. We construct a PPT
adversary B against FS-EUF-CMA of X.
fs-euf-cma

Setup. B participates in Expy (B, A), receives vk, and has oracle access
to X.Osign, X.Oupd, X .OBreak- B generates (pktCh ski") < FS-TCH.KGgan(pp)

san?’

locally, sets pke,, := (pk'", vk), and maintains the evolving sanitizer state ski"

throughout. Let ¢ denote the current period.

Oracle simulation. B runs A(vk, pkg,,) and answers its oracles as follows.

— Osign(m,m). Sample p = {r;}ier uniformly; compute payloads (F;), ¢ :=
MerkleCom (P, ..., Py), M := Enc(t, 7, c, pks,,). Query o5  X.Osign(t, M).
Record (t,7m,m,0) in Qs and return o := (m,p,0x).

— OSanitize(t', m, o,m’). Perform all guards (window, verification, policy checks).
Parse 0 = (m,p,0x). Let A := {i € 7 : m; # m.}. For each i € A, compute
rl < Adapt(ski™", ny x.i, My, 75, my). If any returns L, return L. Set p’ == p
with p'[i] < 7} for i € A. Return o’ := (m,p',0%).

— Oupd(). Forward to X.Oypq(). Locally update sk;l" < FS-TCH.Upd,,, (ski*")
(erasing ski*") and set ¢ + t + 1.

— OBreaksig(). Forward to X.Ogreak() and return the exposed signing key. Set
broken < 1, t5& + ¢.

exp
— Ogreaksan (). Return ski*" from B’s local state. (Unrestricted.)

The simulation is perfect: pke,, is distributed as KGgan (pp, vk), signing answers
use X’s oracle, sanitization answers use the real trapdoor which B controls, and
all other bookkeeping is identical to the real experiment.

A’s winning output. Suppose A outputs a winning tuple (t*, m*, 7%, 0*) with o* =
(7*, p*,0%). B computes ¢* := MerkleCom (P, ..., P}), M* := Enc(t*, 7*, c*, pkean),
and outputs (¢t*, M*, 0%,) as its FS-EUF-CMA forgery.
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Verification of X-winning conditions. Validity. X Vf(vk,t*, M*,o%) = 1 follows
from condition (2) of Definition |10 and the construction of Vf. v/

Time bound. t* < {38 is condition (4). v/

M™* not queried. Suppose for contradiction that M* = M, for some (t*, mq, mq,
0q) € Qsig- By injectivity of Enc: 7% = 7y and ¢* = ¢4, where ¢, = MerkleCom(P{,
..., P}) is the digest computed during the Os;gn query.

By Lemmaand collision resistance of H, except with probability Adv; (Bg, A),
¢* = ¢, implies P} = P{ for all i € [¢]. We condition on this event.

Fized positions i ¢ n*. P} = Enc(fix,i,m}) = P! = Enc(fix, i, mg[i]). By
injectivity of Enc: m} = my[i].

Mutable positions i € 7. P} = Enc(mut, s =i, hY) = P = Enc(mut, ne« 7+ 4,
hl). By injectivity of Enc: h} = h{, so the chameleon hash values match (but not
necessarily m} = myg|i]).

Since fixed positions agree, (mgq, m*) € Ry+. Two sub-cases arise: Case 1
(m* = my): the identity (mg,mg) € Rq+, violating condition (3). Case 2
(m* # my): still (mg, m*) € Ry« since fixed positions agree, again violating
condition (3). Hence M* was not queried except with probability Adv$; (B, A).

Conclusion. B wins FS-EUF-CMA of X~ whenever A wins FS-EUF and no
MerkleCom-collision occurs. Therefore:

AdVETEUR (A, N) < AdVETM (B, A) + Advi By, A).O

Remark 4 (Policy-reachability and the role of condition (3)). Condition (3) ex-
cludes messages that are policy-reachable from any signed message. Without
it, an adversary holding the sanitizer state could compute m* offline from a
queried (t*,7*,mgq,04) and trivially win. This exclusion is complementary to
FS-SAN(W): producing a valid signature on a policy-reachable message without
the sanitizer key is precisely what FS-SAN(W) captures.

7.2 Existential Unforgeability

Theorem 2 (EUF-CMA security of IIy). Let Iy be the DFS-SS scheme
from Section[§, Assume: (i) X satisfies EUF-CMA; (ii) H is collision resistant.
Then IIyw satisfies EUF-CMA. Concretely, for every PPT A:

Adv§ (A N) < AdveT™ (B, A) + Advi (Br, A).

Proof. The argument is identical to the FS-EUF proof (Theorem (1)) with two
simplifications: Opreaksig is absent, so B never queries X’s break oracle; and the
winning check drops condition (4), matching the EUF-CMA experiment of X.
The case analysis applies verbatim.

7.3 Forward-Secure Immutability

Theorem 3 (FS-Immutability of ITy). Let ITyy be the DFS-SS scheme from
Section [, Assume:
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(i) X satisfies FS-EUF-CMA;
(it) H s collision resistant (hence MerkleCom is binding by Lemmal1);
(i4i) X has message-binding verification;
(iv) Hash of FS-TCH is collision resistant without trapdoor access (static CR;
implied by MSIS via Lemma @

Then ITy satisfies FS-Immutability (Definition . Concretely, for every PPT
adversary A there exist PPT adversaries By, By, and Beoy such that

AdviP MmUY (4 3) < AV (B, A) + AdvE (Brr, A) + Advi, (Beotis A).-

Proof. Let A be a PPT adversary with Advzs;mm”tabi”ty(A, A) = . We construct
B against FS-EUF-CMA of Y.

Setup. B participates in Exp5®™“™(B, \), receives vk, and has oracle access
to X.Osign, X.Oupd; X.Ogreak- B generates (pk_:g:,sk%a") + FS-TCH.KGg,n(pp)
locally, sets pk,, := (pk'" vk), and gives A the public key pk,,. Since A has no
sanitizer oracle, B does not use sk**" during the simulation.

Oracle simulation. B runs A(pkg,,) and answers:

— Osign(m,m). Sample p = {r;}icr uniformly; compute payloads (F;), ¢ :=
MerkleCom (P, ..., Pr), M := Enc(t, 7, c, pkey,). Query ox + X.Osign(t, M).
Record (t,m,m,0) in Qs and return o := (m,p,0x).

- OUpd()- Forward to E.Oupd(); t+—t+1.

— Ogreaksig(). Forward to X.Ogreak(); set broken < 1, tf;_ixgp + t; return sk3€.

The simulation is perfect: pk,, is distributed as KGsan (pp, vk), and the absence
of sanitizer oracles means no additional simulation is required.

Extracting the forgery. A outputs winning (t*,m*,0*) with o* = (7%, p*,0%). B
computes ¢* := MerkleCom(Pf, ..., Pf), M* := Enc(t*, 7", ¢*, pk,, ), and outputs
(t*, M*,0%).

Validity and time bound. X .Vf(vk,t*, M*, o%) =1 follows from condition (2).
t* < 13 is condition (4).
M* not queried. Suppose M* = M, for some (t*,m,,mg,04) € Qsig. By Enc-
injectivity: 7* = my and ¢* = ¢4. By Lemma except with probability Advy; (Bm, M),
leaf equality holds: P = P for all ¢ € [{].
Fized positions i ¢ m*. Enc(fix, i, m}) = Enc(fix, i, m4[i]), so m} = my[i].
Case 1 (m* = mg): condition (3) requires (t*,m*) ¢ {(t,m) : (t,7,m,0) €
Qsig}. Since m* = my and (t*, mq, mq, o) € QOsig, this is violated — contradiction.
Case 2 (m* # mg): there exists i* € m* with m}, # mg[i*]. Leaf equality
gives

Hash(pkish, ne me v, mis p*[i*]) = Hash(pkih, mee e i, mqli*]; pgli*]).
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This is a collision in Hash with m}. # mg[i*], produced without any trapdoor
access (since A has no sanitizer oracle). By Lemmal(7] this yields either a collision
in Hien or a solution to MSISg k. 1m 42k, ,q,67- This event occurs with probability
at most AdvE, (Beoir, A).

Hence M* was not queried except with probability Adv$; (B, \)+Advial (Beor,
A).

Conclusion. B wins FS-EUF-CMA of X whenever A wins FS-Immutability and
neither a MerkleCom-collision nor a Hash-collision occurs. Therefore:

AV (A X) < AdVESTT By, A) + AdvE (Bir, A) 4 AdviRg, (Beon, A).0

Remark 5 (Static CR vs. FS-COLL(W)). The third term Adv{fL, is static collision
resistance of the chameleon hash without trapdoor or adapt oracle access. This
is strictly weaker than FS-COLL(W): any static-CR adversary trivially wins
FS-COLL(W) by calling Ogyeak after the target period and ignoring the exposed
trapdoor. In the lattice instantiation, static CR reduces to MSIS via Lemma 7]
without the epoch-guessing loss T'.

7.4 Immutability

Theorem 4 (Immutability of IIy). Let IIy be the DFS-SS scheme from
Section[@. Assume:

(i) X satisfies EUF-CMA;
(i) H is collision resistant;
(i1i) Hash of FS-TCH is statically collision resistant.

Then ITw satisfies Immutability (Definition . Concretely, for every PPT
adversary A:

AdVITM™ (A N) < AV (B, A) 4+ Adv (Br, ) + Adviey, (Beoil, A).

Proof. Identical to the FS-Immutability proof (Theorem [3) with two simplifica-
tions: Opyreaksig 1 absent, so B participates in EUF-CMA of X' (not FS-EUF-CMA)
and never queries X’s break oracle; and the winning check drops conditions (1)
and (4). The case analysis applies verbatim: Case 1 violates condition (3) of
Immutability (which is condition (2) in Definition [I1]); Case 2 produces a Hash-
collision without trapdoor access, hard under static CR.

7.5 Forward-Secure Sanitization Capability

Lemma 2 (Randomness-collision bound). Let Q be the total number of Osign
queries made by A, and let £ be the number of mutable positions. The probability
that two distinct Osign queries share the same randomness value r; at any position
i €7 is at most (g) 0+ |R|7Y, where |R| is the size of the randomness space.
For |R| > 2* and PPT A (so Q = poly()\)), this probability is negligible in \. We
denote it erand(N).
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Proof. Each r; is sampled uniformly and independently from R at each Os;gy, call,
independently of all other queries and of A’s view. By a union bound over all (629)
pairs of queries and all ¢ positions, the probability that any two queries agree on
any single position randomness is at most (¥) - £+ |R|~!, which is negligible for
|R| > 2* and Q, ¢ = poly()).

Lemma 3 (Correspondence between Q.4 and Qg.n). In the simulation of B,
every entry added to Qag by a call to Opgapt arises from exactly one Osanitize call,
and the correspondence is position-wise injective: a call Opdapt(Me,x,i, M, T3, M)
producing r; is recorded as (N x4, My T, My, 7)) € Qad if and only if the enclosing

(R

Osanitize (t, m, 0,m’) call recorded (t,m,m,m’) € Qsan with m; # m.

Proof. By inspection of B’s oracle simulation: 4 has no direct access to Oadapt;
the only code path that invokes Oagdapt is inside the simulation of Osanitize. Each
Osanitize (t', m, o, m’) call invokes Oagapt(Me/ i M, T3, my) for each i € A:={i e
7 m; # m,}, then records (¢, m,m,m') € Qgan.

Injectivity per position follows from tag structure: 7, r; := Enc(¢,7,1) is
distinct for each triple (¢,7,¢) by injectivity of Enc, so entries in Qaq with the
same tag 7¢x .+ i« all originate from Osanitize calls at the same period t*, policy
7*, and position i*.

Surjectivity: every Osanitize call with i € A produces exactly one Oagdapt
call per modified position, and if Oagapt returns L the Osaniize call returns L
and records nothing in Qg,,. Hence the correspondence is biunivocal between
{Mt,z iy iy riyml,rh) € Qad} and {(t, m,m,m’) € Qgan : m; # mi} for each fixed
tag Nt,mi-

Lemma 4 (Minimality of R*). The reachability set R*(c5, Qsig, Qsan) defined
in Section [0 is the least set satisfying conditions (a) and (b). In particular,
m € R* only if m is reachable from a directly signed message via a finite chain
of sanitizations recorded in Qsan with matching core ox. Hence R* contains no
false positives: it does not classify as derivable any message that is not genuinely
reachable from Qg via Qgan.

Proof. R* is defined as the smallest set closed under conditions (a) and (b);
such a set exists and is unique as the intersection of all sets satisfying both
conditions. By structural induction on the derivation depth: depth-0 elements are
base messages from Qg (condition (a)); depth-(k+1) elements arise from depth-k
elements via a single recorded sanitization step (condition (b)). No element enters
R* except through this inductive construction, so no false positives can arise.

Theorem 5 (FS-SAN(W) security of ITy ). Let ITy be the DFS-SS scheme
from Section[fl Assume:

(i) FS-TCH satisfies FS-COLL(W) (Definition[7);
(it) H s collision resistant (hence MerkleCom is binding by Lemmal1);
(iti) X has message-binding verification (Definition [3).
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Then Iy satisfies FS-SAN(W) (Definition [19). Concretely, for every PPT
adversary A there exist PPT adversaries Beoy and By such that

AdVEE AN (4 0) < AdVES SO ) (B, ) + AdVE (Bir, \) + £rana (M),

where €and(A\) s the randomness-collision probability of Lemma @ which 1s
negligible in X.

Proof. Let A be a PPT adversary with AdeSV_VSAN(W)(A, A) = e. We construct a
PPT adversary B against FS-COLL(W) of FS-TCH.

Setup. B participates in Expgﬁghl'(w)(lg, A), receives pk
t0 Ohashs Oadapts Oupds Osreak- B generates (vk,sky®) + X.KG(pp) locally, sets

pke, = (pk" vk), and maintains the evolving signing state ski'® throughout.

tch
san’

and has oracle access

Oracle simulation. B runs A(vk, pkg,,) and answers the following oracles. Note
that A has no direct access to Oadapt; by Lemma [3] all calls to Oadapt are made
exclusively by B inside the simulation of Osapitize-

— Osign(m,m). Sample p = {r;},cr uniformly at random from R, indepen-
dently for each query and each position. For each i € m, query h; <
OHash (M, i, mi; 7). Compute (Pi)_ie[g], ¢ := MerkleCom(Py,...,Pp), M :=
Enc(t, m, ¢, pkean)s 05« X.Sign(sky®, ¢, M). Record (¢, 7, m,0) in Qgg; return
o:=(mp,0ox5).

— OSanitize(t';m,0,m’). Perform all guards (window check, verification, pol-
icy check). Let A := {i € m : m; # m}}. For each i € A, query r, «+
Opndapt (M7 7.4y My T3, my). If any call returns L, return L and record nothing. Set
p'li] :=r} for i € A and p'[i] := p[i] otherwise. Record (¢, 7,m,m’,05) € Qan-
Return ¢’ := (7, p/, 05).

— Ouypd(). Forward to Oupq(). Locally advance ski%; < .Upd(ski®) (erasing
skS'8); set ¢+t + 1.

— Opreaksan(). Forward to Opyeak(); set broken <+ 1, taxp < t; return the exposed
FS-TCH trapdoor state to A.

— Okxposesig ()- Return ski® from B’s local state.

The simulation is perfect: signing answers use the same algorithms as the real
experiment, and sanitization answers use Oadapt in place of the real trapdoor,
which produces identical output distributions by correctness of FS-TCH.

Collision extraction. Suppose A outputs a winning tuple (¢*, m*,o*, m* o*').
Write o* = (7%, p*,0x) and 0% = (7%, p*’,0x) (same core by condition (7)).
Both signatures verify (condition (2)), so X.Vf(vk,t*, M* 05) = 1 and
Y Vf(vk,t*, M* o5) = 1. By message-binding verification (Definition , there
is at most one M such that X.Vf(vk,t*,M,ox) = 1 (except with negligible
probability over key generation, which we absorb into €ang), S0 M* = M*. By
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Enc-injectivity, ¢* = ¢*’. By Merkle binding (Lemma [I)), leaf equality holds:
Pr = P for all i € [{], except with probability Adv; (B, \).
For each i € A* := {i € #* : m} # m}’}, mutable leaf equality gives

Hash (pkiSh, 1« e i, ) p*[i]) = Hash(pkiSh, me e i mis p¥'[i]),  mf #m}’,

i.e. a genuine FS-TCH collision col; := (0« z+ i, mf, p*[i], m}’, p*'[i]) for each
i € A*. By condition (4), A* # (.

Freshness via Dmod. Condition (8) requires Dmod(o*', m*, m*, t*, 7*, Qsig, Qsan)
=0. Let R* := R*(t*,7*, 05, Qsig, Qsan) be the reachability set (Section @ By
Lemma [4] R* is the least set closed under conditions (a)-(b), so it contains no
false positives: every m € R* is genuinely reachable from Qg via Qgan.

By the concrete instantiation of Dmod, Dmod = 0 implies condition (ii) fails:
there exists i* € A* such that no (t*,7*,1m,m',05) € Qsan satisfies ). =m}/,
My # M., and 1 € R*.

We claim col;» ¢ Qaq. Suppose for contradiction that (g« q« i, M, p*[i*], M},
-) € Qaq for some 11+ # m}l.

By Lemma @, this entry arose from a unique Osapitize call, which recorded
some (t*, 7,1, m', 0%,) € Qsan With m}, = m}{, m;« # m/,, and base randomness
p*[¢*] at position i*.

It remains to show o% = ox and m € R*. The randomness p*[i*] was
produced by a unique Osjg, query, except with probability rang(A) (Lemma [2)).
That Osign query produced a signature with signer-side core o, so the Osanitize
verification guard Vf(t*, 7,7, pky,,) = 1 with 6 = (7%, p*, ox) forces o, = ox
by message-binding verification (Definition . Hence m is either the originally
signed message (base case of R*, condition (a)) or the result of a prior sanitization
chain with matching core (closure of R*, condition (b)): in both cases i € R*.

This satisfies condition (ii) of Dmod at position *, contradicting Dmod = 0.
Hence col;x ¢ Qad- By the symmetric argument (swapping the roles of the
two messages), (N r+ i, M, p*'[i*], m%, ) ¢ Qaq either. B outputs col;+ to the
FS-COLL(W) challenger.

Time-bound mapping. The winning condition t* <35 —W +1 (condition (9) of
FS-SAN(W)) maps directly to the FS-COLL(W) winning condition time(n*) <
texp — W =+ 1, since time(ns r+ +) = t* and B forwards Ogreaksan t0 Ogreak, SO
texp = toxp-

Conclusion. B wins FS-COLL(W') whenever A wins FS-SAN(W), no MerkleCom-

collision occurs, and no randomness collision occurs. Therefore:
AV SN (A ) < AdVES ST (Beon, A) + AV (Bir, A) + £rand(V).0

Remark 6 (Assembled replays and iterated sanitizations). Without the transitive
closure in R*, an adversary could win via iterated sanitization: sanitize m — m/
(changing block 7), then sanitize m’ — m’' (changing block j), and present m”
as a forgery relative to m. Both individual adapt queries are legitimate, but
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the composed result m — m’” was never directly queried. Without R*, Dmod
would fail to recognize m’ as a valid base for the second step (since m’ was
never signed, only reached via sanitization), classifying the composition as a
forgery. The reachability set R* closes this gap: m’ is reachable from the signed
m via Qsan, S0 the chain m — m’ — m” is correctly classified as derivable. By
Lemma [ R* is also minimal: it classifies as derivable only messages that are
genuinely reachable, introducing no false positives. More generally, R* handles
arbitrary-length chains of sanitizations sharing the same signer-side core.

Remark 7 (Interaction between FS-EUF and FS-SAN(W)). FS-EUF and FS-
SAN(W) protect complementary components: the former guards ox (the signer-
side core), while the latter guards the adaptation randomness p. Condition (7)
in FS-SAN(W) ensures oy is unchanged, so no FS-EUF break is needed in the
FS-SAN(W) proof; conversely, the FS-EUF proof ignores p entirely. The two
proofs are fully independent, reflecting the modular structure of the construction.

7.6 Sanitization Soundness

Theorem 6 (Sanitization Soundness of ITyy). Let Iy be the DFS-SS scheme
from Section [0} Assume:

(i) X satisfies EUF-CMA;
(ii) H is collision resistant (hence MerkleCom is binding by Lemma[1]);
(iii) X has message-binding verification (Definition[5).

Then IIw is sanitization-sound (Definition . Concretely, for every PPT
adversary A there exist PPT adversaries By, and By such that

AdvE>oUrd (A ) < AdvEM (B, A) + 2 Adv (Ba, A).

Remark 8 (EUF-CMA vs. FS-EUF-CMA). We require only plain EUF-CMA of
X, not FS-EUF-CMA, because the Sanitization Soundness experiment never
exposes the signing key (there is no Opyreaksig Oracle). The theorem applies to any
X satisfying FS-EUF-CMA, since FS-EUF-CMA implies EUF-CMA.

Proof. Let Abe a PPT adversary with Adv%&sound (A, ) = e. Suppose A outputs
a winning tuple (t*, m*,o*, m*, o*') satisfying all six conditions of Definition
Write
O_* — (ﬂ*yp*70'2)’ O_*/ — ('ﬂ-*’p*,7 0'/21),
Let
M* := Enc(t*, 7%, c*, pkean)s M* := Enc(t*, 7", ", pkean ),

where ¢* and ¢*’ are the Merkle digests recomputed by Vf from (¢*, 7*, m*, p*)
and (t*, 7, m*, p*'), respectively.
By condition 2 (both verify):

DVE(vk, t*, M*,o5) =1,  Z.Vf(vk,t*, M* o) = 1.

We split according to whether the two signer-side cores coincide.
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Case A: o', = o5, (same core). Both verifications pass with the same X-signature,
so X.Vf(vk,t*, M*,ox) = 1 and X.Vf(vk,t*, M* ox) = 1. By the message-
binding verification property of X' (Definition , the same oy verifying on both
M* and M* implies M* = M*. By injectivity of Enc: ¢* = ¢*'.

By Lemmaand collision resistance of H, except with probability Advy; (Bg, A),
¢* = ¢ implies P} = P}’ for all i € [¢]. We condition on this event.

For fixed positions i ¢ 7*:

Pi* = Enc(fix, 7;, m:), PL'*/ = Enc(fix, 7:’ m:l)

Payload equality and injectivity of Enc give m} = m}’.
For mutable positions i € 7, payload equality gives

Hash (pkish, 1es rei, m s p*[i]) = Hash(pkigh, mex e i, ms p[d]).

This is a valid FS-TCH collision (the adversary may have computed p*' using
the exposed trapdoor), so no contradiction arises for mutable positions.
Combining: m} = m}’ for all i ¢ 7*. But the selectively mutable blocks policy
gives
(m*,m") € Rp» < Vign": m;=m}.

Since this holds, (m*, m*') € R+, contradicting condition 6 (policy violation).
Therefore Case A cannot occur except with probability at most Adv$y (Bm, A).

Case B: o, # ox (different cores). We construct a PPT adversary By against
EUF-CMA of X.

Setup. By, participates in the EUF-CMA experiment for X', receives vk, and
has oracle access to X.Osjgn. By generates the sanitizer key pair (pkin sk)
FS-TCH.KGgan (pp) locally, sets pkg,, := (pktCh vk), and maintains the evolving

san san?’
sanitizer state throughout.

Oracle simulation.

— Osign(m, m). Sample p = {r;},e, uniformly. Compute payloads, ¢, and M :=
Enc(t, 7, ¢, pkeyy) as in Section Query o5 < X.Osign(t, M). Record (¢, m, m)
in Qg and return ¢ := (m,p,0x).

— Oupd(). Forward to X’s update oracle. Update sk, «— FS-TCH.Upd,,, (sk;*")
locally; erase sk;™". Increment t.

— Okxposesan()- Return ski®" from Byx’s local state.

The simulation is perfect: A’s view is identical to the real Exp%’SVSO”"d(A, A)
experiment.

Eztracting the X -forgery. A outputs (t*,m*,o*,m*, o*') with o, # ox. By
computes M* from (t*, 7, m*, p*, pk,,) and outputs (t*, M*, o’.) as its forgery
candidate.

Validity of the forgery. X Vf(vk,t*, M* o%,) = 1 by condition 2 and the
construction of Vf.
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It remains to show M* was not queried to X.Osg, at period t*. By queries
X .Osign only during Os;ign calls; each such call at period ¢* on (m”,7n”) produces
M" = Enc(t*, 7", ", pkean)-

Suppose M* = M" for some such query. By injectivity of Enc: 7* = «”
and ¢ = ¢’. By Lemma [l]and CR of H, except with probability Adv$;(Bg, A),
payload equality holds: P* = P!’ for all 4. For fixed positions i ¢ 7*: m}’ = m/.
For mutable positions i € 7*: the FS-TCH hash values are equal (as in Case A,
this is permitted by the trapdoor).

Hence m}’ = m for all i ¢ n*. Since (m*,m*') ¢ R+ (condition 6), there
exists i9 ¢ 7 with m} # m}/. But m} = m] and (t*,7*,m”) € Qgg, s0
(t*,m*,m*) ¢ Qqjg requires m* # m”. Since the fixed positions of m*' and m”
agree, they must differ on some mutable position ;7 € 7 — but then m* and
m/" are distinct messages whose payloads collide on the mutable leaves, which is
again a MerkleCom collision (absorbed into the second Adv$; term).

Therefore, except with probability Advy (B, ), M* was not queried to
2. Osign, and By outputs a valid EUF-CMA forgery against /.

Combining the cases.

Advf’?;"/s“"d(A, A) < Pr[Case A wins| 4+ Pr[Case B wins]
< 2AdVS (B, A) + AdveE™m (B, \).

Since both right-hand terms are negligible by assumption, so is Adv??vnvsound (A, N).
Remark 9 (Why FS-TCH plays no role). The FS-TCH trapdoor appears nowhere
in the proof: the adversary may use it freely to modify mutable positions, and
the proof does not need to constrain this. The entire soundness argument rests
on the fized-position leaf encoding Enc(fix, ¢, m;), which binds fixed-block content
directly in the Merkle tree without any cryptographic agility. An adversary
wishing to violate the policy must alter a fixed block — but doing so changes
a leaf payload, which breaks the Merkle digest binding, which requires either a
MerkleCom collision (handled by CR of H) or a second valid X-signature on a
different digest (handled by EUF-CMA of X). This separation — mutable blocks
are protected by the trapdoor, fized blocks are protected by the commitment — is
the key design insight of the construction.

Remark 10 (Independence from other properties). Sanitization Soundness uses nei-
ther the forward-security of X (only EUF-CMA is needed) nor the FS-COLL(W)
property of FS-TCH. This confirms that the six security properties of DFS-SS
reduce to disjoint subsets of the underlying primitives’ security assumptions, with
no circular dependencies.

8 Concrete Post-Quantum Instantiation

Goal and scope. Section [6] defines a generic DFS-SS scheme relative to three
black-box components: a forward-secure signature scheme X', an FS-TCH scheme,
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and a Merkle commitment MerkleCom induced by a collision-resistant hash H.
This section provides concrete post-quantum choices for all three components and
gives a formal lattice-based instantiation of FS-TCH together with its security
theorem. All reductions are in the standard model (no random oracle).

Quantum security model. Adversaries are QPT algorithms interacting with all
oracles via classical queries (standard model, no QROM).

8.1 Post-Quantum Choices for X' and H

Against QPT adversaries, Grover’s algorithm requires output length n > 3« for -
bit collision resistance, hence n > 384 bits for k = 128. We instantiate H and Hich
with SHAKE-256 at 384-bit output. We instantiate X’ with XMSS-SHA2 * 256
or LMS/HSS [18/26], satisfying FS-EUF-CMA under second-preimage resistance
of the internal hash (NIST SP 800-208 [29]).

8.2 Lattice Preliminaries

We recall standard lattice tools; all hardness results hold against QPT adversaries
under standard worst-case to average-case reductions.

Module-SIS. MSISg i m.q,3 over Ry = Z¢[X]/(X?+1): given uniform A € RE*™,
find non-zero x € R™ with Ax =0 (mod ¢) and ||x||2 < B. Reduces to worst-case
module lattice problems [22].

Gaussian sampling. SampleD(A, T 4,u,0) outputs y ~ Dgm , conditioned on
Ay =u (mod g), for 0 > || T 4]| - w(y/log(md)) [17].

Trapdoor generation. TrapGen(1¥,1™% q) outputs (A, T,) with A € ngxm"
statistically close to uniform and || T 4| = O(\/dklogq) [IT127].

Full-rank-differences encoding. FRDg : {0,1}* — RE** satisfies: FRDg(z) —
FRDg(2') is invertible in RE** for all 2 # 2’ [2].

Gadget matriz. G := I, ® (1,2,...,2%71) € RI;XM" has the short-preimage

property: for any u € R’;, SamplePre(G, u, o’) outputs a short preimage using
only the public structure of G [27].

MP12 gadget-based sampling. For a matrix of the form A, =[A | H - G] with
He R’;Xk invertible, short preimages of A, can be sampled without a trapdoor
for A: sample p < Dgmr o, then z < SamplePre(G, H~!(u — Ap), ¢’), and
output (p,z) [27]. The output distribution is statistically close to the distribution
produced by SampleD with a trapdoor for A.
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Table 3. Concrete PQ parameter set for the lattice FS-TCH at 128-bit PQ security.
Verified at 235 bits (classical) via lattice estimator [3] on MSIS256,3,m p+2ke,,225,8/ -

kd q o p° mg |h] (bits)
3 256 225 212 &~ 2215 450 3. 256 - 25

mr + 2k¢qy = 600 ring elements (MSIS target dimension). Applying the 0.9X quantum
factor gives ~ 2122 PQ bits.

8.3 Concrete PQ Parameter Sets
8.4 Lattice-Based FS-TCH Construction

Parameter conditions. Choose (k,d, mpg, q,0) satisfying: (P1’) ¢ =1 (mod 2d)
prime, ¢ > 2%; (P2') mp > 6klog, q ring elements; (P3') o > O(v/dklogq) -
w(y/log(mpd)); (P4') B := /B3 + klyd with Bg := 20+/(mg + kl,)d satisfies

B < q/2 and MSISg i mp+2ke,.q,6 is hard against QPT adversaries.

Awziliary functions. Fix Hyp : {0,1}* — {0, 1}#4* (SHAKE-256 at 384-bit
output). Define b(z) := Hyn(z) € {0,114 (viewed as a vector in R with
binary coefficients) and HS(z) := G b(x) mod ¢ € RE.

Period matrices and tags. For t € [T]: (At, T¢) are generated via the two-seed
MP12 construction and evolved forward-securely (Section . For tag n with
time(n) =t: B, := FRDg(n) - G, A, := [A; | B,].

Algorithms.

— FS-TCH.Setup(1*, T, W): Choose (k,d, mg,q,c) per (P1')-(P4') and Table
Output pp := (k,d,mg,q,4q,0, G, Hich, FRDg, T, W).

— FS-TCH.KGgun(pp): Sample seedyy, < {0,1}2°6 and seedy <« {0,1}*. For
each t € [T], derive A, from seed,y, and (A,gz)7 T;) from seedyy via Lemma
and GGM. Compute rootgs := MerkleCom(AéQ),...7A¥11). Set ski" =
(frontierg, seedpup, 0). Erase seedyq and all leaf seeds outside Winy,(0). Output
pkih .= (seedpup, root 42) and sk&".

— FS-TCH.Upd,,,(ski™"): Advance the GGM frontier to cover Winy (¢ + 1).
Erase all frontier nodes covering only s < ¢t — W + 1. Output skii, :=
(frontier; 11, seedpub, t + 1).

— Hash(pkggﬂ,n, m; (y,z)): Reconstruct A; from pk';f;. Output h := A,y + B,z +
HS(n|jm) mod ¢ € RY.

— Adapt(sk®",n,m, (y,z), m’): if time(n) ¢ Winy (7) then return L. Derive
T; from frontier, (where ¢t = time(n)). Set u := Hash(pkS", n, m; (y,2)) —
HS(n||m') mod q. Sample z’ <= Dgwe, ,; ¥' < SampleD(A¢, Ty, u — B,z', 0).
Output 7’ := (y', 2’).

Correctness. Ay’ + Bz’ + HS(n|/m’) = u+ HS(n||m’) = h (mod q). 0
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8.5 Forward-Secure Trapdoor Evolution

Lemma 5 (Forward-secure trapdoor chain via GGM). Let GGM be a
GGM-tree PRG with T leaves. The lattice FS-TCH construction derives (A, T})
from the t-th GGM leaf seed via TrapGen. For any period t and any s <t—W +1,
after the frontier frontier; (covering Winyy (t)) is released and all ancestor nodes
of leaves s’ < s are erased:

(i) A, remains publicly computable from seedpyp;
(i) Ts is computationally indistinguishable from a trapdoor for a uniform matriz,
given only frontiery;
(i1i) forging Adapt outputs for tags with time(n) = s without Ts requires solving
MSISa,k,mp+2kt.q,8 -

The computational gap between the GGM-derived and truly independent settings
is at most O(log T) - Advggy-

Proof. Property (i) is by construction: A; is determined by the public seed.
For (ii): the leaf seed for period s is not contained in frontier; (since s ¢ Winy/ (t)),
nor is it derivable from any retained frontier node (since all ancestor nodes covering
only s’ < s are erased). A standard GGM hybrid argument over the O(logT)
levels of the tree [7] shows that the leaf seed for s is indistinguishable from
uniform given frontiery, up to advantage O(log T') - Advg§,,. Conditioned on the
leaf seed being uniform, TrapGen produces (A, T;) with the same distribution
as independent generation. Property (iii) then follows from Lemma |7} without
T, producing a collision reduces to MSIS.

8.6 Security Lemmas and Main Theorem

Lemma 6 (Distributional indistinguishability of Adapt). Under (P2 )-
(P% ), for any n,m,m’, (y,z) withh = Hash(pkg:,n, m; (y,z)), the output (y',2")
of Adapt(ski*",n,m, (y,z),m’) is statistically negl(\)-close to uniform (y”,z")
conditioned on Hash(pk", n, m’; (y”,2z")) = h.

Moreover, the same distributional guarantee holds when (y’,z') is produced via
gadget-based sampling without Ty: sample p <— Dgmr o, then z’ <— SamplePre(G,
FRDg(n)~'(u— A;p), o’), and output (p,z’).

Proof. 7' <= Dgxe, , is independent of (y,z,m’). Conditioned on z’, up = h —
HS(n||m’) —B,z’ is determined. By (P2")-(P3’), SampleD(A;, T, ug, o) produces
y' ~ Dpmnr , conditioned on Ay’ = uyg, statistically close to the ideal [17].

For the gadget-based variant: the combined matrix A, = [A; | FRDg(n) -
G] has the form [A | H - G] with H = FRDg(n) invertible. By MP12 [27],
sampling via SamplePre(G, H 1(uy — A;p),o’) produces output statistically
close to SampleD(A,,, -, ug, 0). Both variants are therefore statistically negl(\)-
close to the same target distribution.

Lemma 7 (Collision extraction). Under (P1')~(P4'), if Hash(pki<" n,m; (y,
z)) = Hash(pkzgz,n,m’; (v',2")) withm # m/, then either Hycn(n||m) = Hien(n||m”)
(a collision in Hyep ), or one can extract a solution to MSIS g k,m g +2k,.q,6 -
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Proof. Subtracting the two hash equations:
Aly—y)+By(z—2)=Gd (mod q),

where d := b(n|jm’) — b(n|jm). If d = 0: Hich(n||m) = Hien(n]m'), a collision in
Htch~

If d # 0: since b(-) has binary coefficients, d € {—1,0,1}*?% and at least
one block d; # 0 (j € [k], d; € {~1,0,1}%%). The gadget acts blockwise:
(Gd); = g-d; where g = (1,2,...,2%71). Since d; € {-1,0,1}%% \ {0}, we
have |g-d;| < 2% —1 < g by (P1'), so g-d; # 0 mod ¢ and hence Gd # 0 mod gq.

By the gadget short-preimage property [27], there exists v € {0, 1}+da
with Gv = Gdmod q. Set e := (y —y',z —2')| € R™&% %4 Define e :=
(e",—v")T € Rmr+2kla Then [A; | B, | G]€’ =0 (mod ¢) and €’ # 0 (since
Gd # 0). Norm: ||€'||3 = |le[|3+||v]]3 < B%+kl,d =: (B'). This yields a solution
to MSlsd,k,mR+2kéq,q,ﬁ’o

Theorem 7 (FS-COLL(W) of the lattice FS-TCH). Under (P1')-(P4),
CR of Hieh, and PRG security of the GGM tree, all against QPT adversaries,
the lattice FS-TCH satisfies FS-COLL(W). For every QPT A:

FS-COLL(W msi
AdVFS-TCH ( )(Aa >‘) < T(Advdj:mR‘i‘zkeq’qvﬁ/ (BSiS, )\)
+ Advr,, (Ba, A) + O(log T) AdvEEy (Borg, A)
+ negl(\)).

The loss T is the standard epoch-guessing loss [9[25)].

Proof. B receives an MSIS challenge matrix A* € R’;X"’R and guesses t* € [T
uniformly (loss 1/T).

Setup. B generates seed,,, honestly and produces all period matrices A; from it.
For ¢ # t*, B derives (A¢, T) from the GGM tree (or via independent TrapGen in
the hybridg. For t*, B embeds the challenge: A« := A* (no trapdoor available).

! h
B sets pkin accordingly and runs A(pki).

Oracle simulation. Onash(n, m;r): Computed from pkzgz directly; no trapdoor
needed.

Opdapt(n, m, 7, m’) with time(n) =t # t*: B holds T, and runs the real Adapt
algorithm.

Opdapt (1, m,r,m’) with time(n) = t*: B does not hold T;+. However, the
combined matrix A, = [A; | FRDg(n) - G] has the form [A | H - G] with
H = FRDg(n) invertible (by the FRD property). B uses gadget-based sam-
pling: set u := h — HS(n||m’) mod ¢; sample p < Dpgmg ,; compute z’' <
SamplePre(G, H™'(u — A;.p), 0’); output (p,z’). By Lemma@ this output is
statistically negl(\)-close to the real Adapt output. Record the tuple in Qaq.

Oupd(): Advance the GGM frontier per the real scheme; erase material for
expired periods.
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OBreak () If t* € Winyy (texp) (Where texp := t is the current period), B would
need to include T« in the exposed frontier; since it does not hold it, B aborts.
Otherwise, t* ¢ Winy (fexp), so T+ has already been erased in the real scheme
and is not part of the frontier. B returns the frontier (which it can construct
honestly for all ¢ # t*) and sets t&5 < L.

Abort analysis. The abort condition is t* € Winy (texp), i.€.; texp — W + 1 <
t* < texp- The winning condition requires t* < texp — W + 1. These are mutually
exclusive: Prlabort | A wins] = 0.

GGM hybrid. In the real scheme, T« is derived from the t*-th GGM leaf seed.
In the simulation, Ay = A* is the MSIS challenge (no GGM leaf is used for ¢*).
By Lemma [p] the transition from GGM-derived to challenge-embedded A« costs
O(logT) - Adviéy,.

Collision extraction. A outputs (n*,m,r,m’,r’) with time(n*) = t* (conditioned
on the correct guess). Ty« was never returned to A (abort is mutually exclusive
with winning). By Lemma m either a collision in Hycp (win for By) or a solution
to MSISd,k,mR+2kéq,q,,8’ (win for Bgs).

Conclusion. Combining the epoch-guessing loss, the GGM hybrid, the statistical
simulation gap, and the collision-extraction dichotomy:

< AV okt 05 (Bsiss A) + AV (B, A)
+O(log T) - Advggp (Bprg, A) + negl(X).

Nl o

giving the stated bound.

8.7 End-to-End Post-Quantum Security

Corollary 1 (End-to-end PQ-secure DFS-SS). With XMSS-SHA2 * 256,
the lattice FS-TCH (Table @, and SHAKE-256 at 384 bits, Iy satisfies EUF-
CMA, FS-EUF, FS-SAN(W), Immutability, FS-Immutability, and Sanitization
Soundness against QPT adversaries in the standard model. The security loss is
at most T (epoch guessing) plus O(logT) GGM-hybrid steps. Table summarises
the assumptions.

9 Concrete DFS-SS Construction

This section presents the fully instantiated DFS-SS scheme II{p", obtained by
substituting into the generic construction of Section [f] the following concrete

primitives:

— ¥ = XMSS-SHA2_*_ 256 (Section [8.1);
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Table 4. Assumptions for the PQ instantiation (k = 3, d = 256, ¢ = 22°, verified at
2356 bits [3]).

Property Y-EUF X-FS-EUF MSIS CR(H/H:h) PRG(GGM) Static CR(Hash)
EUF-CMA v — — v — —
FS-EUF — v — v — —
FS-SAN(W) — — v v v _
FS-Immutability — v — v — v
San. Soundness v — — v — —

— FS-TCH = the lattice construction of Section [8:4] with parameters from Table 3}
— H = SHAKE-256 at 384-bit output;
— Enc = a fixed-length injective binary encoding for tuples.

The goal of this section is to make all data structures, sizes, and algorithmic steps
explicit so that the scheme is directly implementable without reference to the
generic description. Security of IT{p" follows from Corollary 1| (which includes
the GGM PRG assumption for FS-SAN(W)).

9.1 Concrete Data Structures

Lemma 8 (MP12 trapdoor for a given left matrix, [27, Lemma 3.2]).
Let mp :==mp — kl,, let A € ngme be any matriz, and let (k,d,mg,q) satisfy

(P1)—(P2"). There exists a PPT algorithm TrapGenLeft(A) that:

1) samples a short matrix R < D pmpxke, with coefficients in {—1,0,1} and
R ,0(1)
sets A® .= AR+ G € R],;Xkeq;
i) outputs (A, T4) where A :=[A | A®] € RFX™mr gnd Ty :=
q
AT, =G and |Ta| = O(Vdklogq).

The output A is statistically close to uniform [22]. A® s public; R is the
trapdoor.

R ] satisfies

Tieg

Remark 11 (Two-seed structure). A public seed seedpyp € {0, 1}256 generates left
halves A; deterministically:

A, := expand (SHAKE256(seedpus || 1)) € RE*™%.

A private trapdoor seed seedyy € {0,1}* generates per-period matrices Ry via
leaf; := GGM(seediq, t), Ry := short-expand(leaf;). The full period matrix and
trapdoor are:

i B -R
A,E?) = Ath + (;',7 At = [At ‘ A§2)]7 Tt = |:Ik[ t:| '

The right halves {AEQ)}tG[T] are published as an authenticated matrix directory
committed to by rootas € pke,,.
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Parameter summary. A\ = 128, k = 3, d = 256, ¢ = 22°, 0 = 22, mp = 450,
mpg = 375, £, = 25 (Table [3)).

Verification key vk. XMSS verification key: 64 bytes.
Signing state ski'®. XMSS signing state at epoch ¢ (Table |5).

Sanitizer public key pkg,,-
pksan = (Seedpub, root 49, Vk)

Total size: 32 + 48 + 64 = 144 bytes.

Sanitizer state ski.

ski®" = (frontier;, seedpub, t),

where frontier; covers Winyy (t), size O(W + log T') nodes of X bits. For W = 1:
ski®" = (leaf, seedpyp, t).

Signature o.
o=(m p, ox, A§2), auth,).
Leaf payloads and digest.
M x,i i= Enc(t, m, 1),

h; := Ay + By, . .2i + HS(1¢,7.i]|m;) mod g,

P . Enc(mut, n¢ x4, h;) €,
") Enc(fix, i, my) i ¢,

¢ := MerkleCom-SHAKE256( Py, . .., P), M := Enc(t,m,c, pk

san)'

9.2 Algorithms

Setup(1*, T, W). Set parameters from Table fix G, FRDg, Enc, H := SHAKE256
at 384-bit output, XMSS parameter set. Output pp.

KGaig(pp). (vk, sk3®) < XMSS.KeyGen(pp).

Upd,, (ski). ski'®, < XMSS.Update(sk®). Erase sk;®.

sig
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KGsan (pp, Vk).

1. Sample seedpyp < {0,1}2%6 and seedyy < {0,1}*.

2. Build GGM tree of depth [log, T rooted at seedq [7].

3. For each t € [T]: derive A;, Ry, AEQ), T, as in Remark

4. Compute root 4o := MerkIeCom—SHAKE256(A(()2)7 ... 7ATZA).

5. Publish authenticated matrix directory D := {(Aiz)7 authy) berr)-
6. Set pkgy, := (seedpyp, root a2, vk) and ski™ := (frontierg, seedpup, 0).
7. Erase seedy and all leaf, for s ¢ Winy(0).

8. Return (pkg,,,sky ).

Remark 12 (Signer binding). pke,, := (seedpyb, root 42, vk) implements signer bind-
ing structurally (vk is an explicit component) and cryptographically (vk appears
in every authenticated M := Enc(t, 7, c, pkg,,), signed by XMSS). A sanitizer
with a different key pair reconstructs a different M* # M and fails the binding
check in Sanitize.

U pdsan (Sk;an) °

1. Advance the GGM frontier to cover Winy, (¢t + 1).
2. Erase all frontier nodes covering only s <t — W + 1.
3. Return ski?") := (frontier,; 1, seedpyp, t + 1).

For W = 1: erase leafy; retain only leafy ;.

Remark 18 (Storage). One full trapdoor occupies ~ 1.26 GB per period. With
the GGM tree, the frontier contains O(W + logT') seeds of A = 128 bits. For
W = 10, T = 2%0: state ~ 480 B (excluding seed,y, and the period counter,
which add 36 B). Forward security of the GGM-derived trapdoors reduces to
pseudorandomness of any post-quantum secure PRG (e.g., LWE-based [7]).

Sign (Skzig, t,m,m, pksan)'

Retrieve (AEQ), authy) from D; verify against root 4.
Compute Ay, A, :=[A, | AEQ)].

For each ¢ € 7, sample y; <~ Drmr o, 2; <= Dpreq .
Compute (P;), ¢, M := Enc(t, 7, ¢, pkeap)-

o5 <+ XMSS.Sign(skS&, ¢, M).

Return o := (m, p, 05, A§2),autht).

A S

Sanitize(sk®", t, m, o, m’).

1. Parse sk®" = (frontier,, seedyyp, 7) and o = (7, p, o5, A,Ez), authy).

2. (Binding check.) Verify auth, against root42. Reconstruct A; from seed,, and
set A; = [Ay | A§2)]. Recompute leaf payloads (P;) from (m,n, p, A;), then
¢ := MerkleCom(P, ..., P) and M := Enc(t, 7, ¢, pkl,,). If XMSS.Vf(vk, ¢, M,
ox) # 1, return L.
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(Window check.) If t ¢ Winy (1), return L.

(Policy check.) If 3¢ ¢ 7w : m; # m), return L.

5. (Trapdoor retrieval.) Derive leaf; from frontier,; set R; := short-expand(leaf)
and Tt = [—Rt, Ikzq}.

6. (Adaptation.) For each i € A:={i € m: m; # m}}:
a. w; := h; — HS(ny  ;||m}) mod g¢.
b. Sample z] < Dpre, -
c. y; < SampleD(Ay, Ty, u; — By, .2},0).
d. p'li] == (yi, 2;).
For i € w\ A: p'[i] := pli].

7. Return o’ := (ﬂ,p’,ag,Agz),autht).

- w

VE(t,m, o, pken)-

Parse pk,, = (seedpub, root 42, Vkemb)-

If vkempb # vk, return 0.

Verify auth; against root 40; if check fails, return 0.
Compute Ay, (P;), ¢, M := Enc(t, 7, ¢, pkeap)-
Return XMSS.Vf(vk,t, M, o5).

Uk N

Extractors. ExtractVK(pkg,,) := Vkemb; ExtractCore(o) := ox; ExtractPolicy(o) :=
.

Remark 14 (Key evolution and erasure in practice). Security relies on mandatory
erasure after each Updg, and Upd,,, call. Erasure in Upd,,, affects only GGM
frontier nodes outside Winy, (¢ + 1). Physical erasure requires secure enclaves or
HSMs [9U18].

9.3 Concrete Signature Sizes

Gaussian coeficients are encoded using [log,(2-40v/d+1)] = 20 bits (tail bound
dov/d = 218).

9.4 Efficiency Analysis

Signature size. For || = 10: |o| ~ 3.46 MB (or 3.28 MB excluding AEQ) with
verifier access to D). The dominant cost is p (see Remark [1F)).

Key sizes. |vk| = 64 B; |pkg,,| = 144 B; |sk®| < 2573 B (XMSS). Sanitizer state
Iski®"| = O((W +1ogT) - \) bits — for W = 10, T' = 220: ~ 480 B (frontier seeds
only; adding seedp,, and the period counter gives ~ 516 B).

Matriz directory cost. D consists of the T right-half matrices A§2) together with
their Merkle authentication paths. Each entry occupies ~ 176 KB (matrix) +
960 B (path for T = 22Y). For a practical deployment with T = 20 (weekly
epochs over ~ 20 years): |D| ~ 180 MB, readily storable on disk. For T = 220:
|D| = 176 GB; D is immutable and can be hosted on a CDN, with entries verified
on demand via auth;. Entries for ¢ ¢ Winy (1) can be pruned without affecting
security.
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Table 5. Concrete sizes for IIjp" (A = 128, XMSS-SHA2 20 256, k = 3, d = 256,
q = 2% 0 =22 verified at 2355 bits [3]).

Component Expression Size

|vk| XMSS vk 64 B

[PKean| seedpubtrootaz+|vk| 32448+ 64 =144 B
los| XMSS sig 2820 B

hy] k-d -, bits 2400 B

(i, 2i)] (mgr + kly) - d - 20 bits ~ 328 KB

|p| for || blocks |m| x 328 KB —

N k-kly-d- 0, bits ~ 176 KB
lauth,| [log, T x 48 B 960 B (T = 2%°)
o] total (x| = 10) ~ 3.46 MB

lo| w/o APT ~ 3.28 MB

T Assumes verifier access to D. Encoding overhead for m and metadata accounts for
~ 80 KB beyond the dominant |p| term.

Table 6. Sanitizer state size vs. W (T = 22, A\ = 128). Sizes count frontier seeds only;
add 36 B for seed,u, and the period counter.

W Frontier nodes |[ski®"|  Interpretation
1 <20 ~ 320 B Epoch-local only
10 <30 ~ 480 B Recommended

100 <120 ~ 1.9 KB Wide window
210 <1030 ~16 KB  Very wide

Impact of window W on sanitizer state.

Computation. Dominant cost: one SampleD call per mutable block, O(mpg-d-log d)
with NTT. Upd,,, requires a small number of PRG evaluations.

san

Comparison with related schemes.

Remark 15 (Signature size and open compression problem). The dominant cost
is p = {(¥i,2i) }ier, produced by SampleD in Adapt. Each pair is encoded in
(mp+kl,)-d-20 bits ~ 328 KB, using a tail-cut encoding at [log,(2-40v/d+1)] =
20 bits per coefficient. Unlike Dilithium [I6], where the masking vector can be
compressed via rejection sampling and hint vectors, here y’ must satisfy a
specific linear equation and cannot be resampled on rejection. For |n| = 10:
|o| ~ 3.28 MB. The relevant comparison is with what is achievable for dual-
forward-secure sanitizable signatures: no prior scheme achieves this property at
any signature size. Reducing this gap (NTRU-style trapdoors, seed compression)
is an open problem (Section .
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Table 7. Efficiency comparison at 128-bit PQ security (|| = 10, W = 10; {=no forward
security).

Scheme lo| |pkg,,| FS-Sig FS-San PQ
Ateniese et al. [6]* Oo(|rl) small — —  —
Clermont et al. [I3]* ~50KB ~1KB — — Vv
Li-Liu [23]* O(|xl) small  — — Vv
This work ~328MB' 144B v v oV

TExcluding AEZ) with verifier access to D; including it gives ~ 3.46 MB. Overhead vs.
Clermont et al. (=~ 65x) reflects the cost of Gaussian preimage sampling in the
forward-secure setting.

9.5 Correctness

Correctness of IIjp" follows from the correctness of the generic construction to-
gether with correctness of Adapt, XMSS, and determinism of MerkleCom-SHAKE256.
For each i € A, the adapted randomness satisfies:

Avy;+ By, .z + HS(ne rillmy) = wi + HS(y 7 illmi) = hy  (mod q),

so P/ = P;, hence ¢ = ¢, M’ = M, and oy remains valid.

10 Conclusion

We introduced Dual-Forward-Secure Sanitizable Signatures (DFS-SS), the first
sanitizable signature scheme in which both the signing and sanitization capabilities
are independently forward-secure. Our model captures six complementary security
properties — EUF-CMA, FS-EUF, FS-SAN(W), Immutability, FS-Immutability,
and Sanitization Soundness — each reducing to a disjoint subset of standard
assumptions, with no circular dependencies. The windowed parameter W allows
a precise trade-off between operational flexibility and compromise resilience.

Our post-quantum instantiation from Module-SIS (k = 3, d = 256, q = 225,
verified at 213°-6 bits [3]) in the standard model provides 128-bit security against
QPT adversaries. The GGM-tree optimization keeps the sanitizer state under
500 B for W = 10, T = 220, Signatures for 10 mutable blocks are approximately
3.28 MB (assuming verifier access to the public matrix directory D), reflecting
the cost of Gaussian preimage sampling in the forward-secure setting; reducing
this is an explicit open problem identified below.

Target deployment scenarios. The signature sizes of IIjp"® are large by the
standards of general-purpose signatures, but fall within acceptable bounds for
archival authentication systems where documents are signed once, stored for
years or decades, and sanitized infrequently. Illustrative target scenarios include
court registries sanitizing personal data from judicial records before public release,
hospital information systems removing patient identifiers from long-term medical
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records to comply with data-protection regulations such as GDPR or HIPAA,
and off-chain document management systems where a sanitized document must
remain verifiable against a commitment previously anchored on a ledger. In all
three settings, storage is measured in megabytes per document, sanitization is a
low-frequency batch operation (days to months after signing), and the sanitizer
key has a multi-year lifetime — precisely the regime where forward security
prevents a current compromise from enabling retroactive forgeries on the existing
archive. The matrix directory D (a 180 MB for T' = 210) is a one-time immutable
artifact comparable in size to a small software package, and can be served and
verified incrementally.

Open problems and future work. Signature compression. The dominant signature
cost is the FS-TCH randomness p, which requires SampleD in Adapt and cannot be
compressed via standard rejection-sampling or hint-vector techniques (Remark.
This results in signatures of ~ 3.28 MB, compared to =~ 50 KB for static-key
PQ sanitizable schemes (Clermont et al. [I3]). Reducing this gap is the most
important open problem for practical deployment. Candidate approaches include
rejection-sampling-based adaptation (applicable to Sign but not directly to Adapt),
NTRU-style trapdoors with O(n) randomness (at the cost of a different hardness
assumption), and online/offline seed compression for the signing randomness.

Forward-secure fully-collision-resistant chameleon hash. Our FS-TCH achieves
restricted collision resistance (r-CR) in the static-key setting. Clermont et al. [13]
achieve full collision resistance (f~-CR) with a static trapdoor. A construction
simultaneously satisfying {-CR and FS-COLL(W) — a forward-secure fully-
collision-resistant chameleon hash — would strengthen our Sanitization Soundness
proof and is a natural open problem. The technical challenge is that standard
Gaussian preimage sampling leaks trapdoor information across adapt oracle
queries, and the techniques used by Clermont et al. to prevent this leak are tailored
to a static trapdoor; combining their approach with time-evolving trapdoors
requires new techniques.

Tighter reductions beyond epoch guessing. Our FS-COLL(W) reduction incurs
a loss factor of T' from the epoch-guessing step, which is the standard loss for
forward-secure primitives [9I25] and is polynomial in the system lifetime. Whether
this loss can be eliminated entirely — e.g., via programmable hash functions, non-
uniform arguments, or algebraic structure in the trapdoor evolution — remains
an interesting question for large-lifetime deployments (T > 240).

Privacy and unlinkability. We do not model whether a verifier can distinguish
a sanitized document from an originally signed one (transparency/privacy), or
whether two versions of the same document can be linked (unlinkability). These
properties are orthogonal to forward security and have been studied extensively
for static-key sanitizable signatures [I2II3]. Extending our model to capture
them is an interesting direction, though it may require additional primitives (e.g.,
rerandomizable signatures or zero-knowledge proofs) that interact non-trivially
with the time-evolving trapdoor.

Sanitizer accountability. Our model does not capture accountability: the
ability to determine whether a given document version was produced by the
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signer or the sanitizer. In the forward-secure setting, accountability must be
re-examined because the time-evolving keys change the evidence available to an
adjudicator.

Tterative sanitizations and composition. Our correctness notion covers a single
sanitization step. Supporting multiple sequential sanitizations — where the
output of one sanitization is the input of the next — is important for practice. A
preliminary observation is that our construction supports iterated sanitizations
syntactically: since Sanitize preserves ox and replaces only the randomness p, a
second sanitization Sanitize(sk33", ¢, m’, o', m’") operates on a structurally identical
signature. The window condition requires ¢ € Winy, (7'), which is the same check
as for the first sanitization. The open question is whether the security guarantees
— in particular FS-SAN(TW') — compose correctly across the chain: a forged multi-
step sanitization might be assembled from individually valid steps that are each
within the window but collectively bypass the window restriction. Formalizing
iterated sanitization security and proving composition requires additional analysis
that we leave for future work.

Implementation and benchmarks. A prototype implementation would allow
concrete performance measurements and validate the efficiency estimates of
Section [0.4] The main implementation challenge is efficient Gaussian preimage
sampling for the lattice FS-TCH together with the two-seed MP12 trapdoor
generation (Lemma; existing implementations of Dilithium and Falcon provide
useful building blocks for both the sampling and the ring arithmetic.
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