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Icdentity—-Based .

In IBE, each user has a public-key that
MatCh making represents their identity.
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Id e ntity— Based In IB-ME the sender inserts its identity o into

the ciphertext and specifies the identity of the

MatCh making recipient rev.
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Id e ntity— Based The sender inserts its identity o into the

ciphertext and specifies the identity of the

MatChmaking recipient rev.

The recipient p specifies the identity of the

E nc ry ptiO n target sender snd on the fly.

o0
% g =TOP

SECRET

sender © receiver p

Giuseppe Ateniese, Danilo Francati, David Nuiiez, and Daniele Venturi. 2019. Match Me if You Can: Matchmaking Encryption and Its Applications - CRYPTO 2019



Id e ntity_ Based There is a match when o=snd and p=rcv
NMatchmaking
Encryption
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®
Id e ntlty_ Based There is a match when o=snd and p=rcv
Only in case of a match the original message is

Matchmaking evealod.
Encryption
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Id e ntity_ Based We say that a mismatch occurs
- when O # snd or p # rcv.

Matchmaking

Encryption
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Id e ntity_ Based We say that a mismatch occurs
when O # snd or p # rev.

MatCh making When a mismatch occurs, nothing is leaked.
Encryption
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ldentity-Based Matchmaking Encryption enables

Applic ations sever?l interesti.ngtz?pplicati.ons, such as
Scenario
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Ateniese et al. (Crypto 2019)

An efficient identity-based scheme for equality policies, with
provable security in the random oracle model under the
standard BDH assumption.

e Privacy
e Authenticity

Francati et al. (IndoCrypt 2021)

IB-ME construction without random oracle, based on the
hardness of the decisional truncated ABDHE assumption.

e Enhanced Privacy
e Authenticity




Constructing an IB-ME
scheme that offers both
enhanced privacy and
authenticity under
standard assumptions
with particular emphasis

on post guantum security.
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Formal Definition

GENERATES MASTER KEYS (mpk, msk).

SKGen(msk, o) GENERATES ENCRYPTION KEY ekg FOR SENDER IDENTITY ©.

RKGen(msk, p) GENERATES DECRYPTION KEY dkp FOR RECEIVER IDENTITY p.

Enc(ekg, rcv, m) ENCRYPTS A MESSAGE m FOR A SPECIFIC RECEIVER IDENTITY rev.

Dec(dk,, snd, c) DECRYPTS A CIPHERTEXT ¢ SPECIFYING THE SENDER IDENTITY snd ON THE FLY,
RETURNS THE MESSAGE m OR L ON FAILURE.
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Securilty Properties
Enhanced Privacy

Ensure that o, rcv, and the ciphertext-derived message remain hidden.

Ga meibr'l’:‘j:'ﬂr (A)

oo <$ IDg
o1 +$ 1D,
eks, <3 SKGen(msk, o9)
eks, <% SKGen(msk, o1)
b<+s{0,1}

c < Enc(eks, , rcvy, mp)

© ® NSk -

b s A@h@z {0%}ic 0,1}
: 2

10. if (b = b) return 1

11. else return 0

(mpk, msk) «s Setup(1*)

(Mo, M1, rcvg, revy, IDg, ID;) < AP 92 (1%, mpk)

(1%, ¢)

s
Mo, rcvo, Go

or
M1, rcvi, O1

rey.o

Adversary wins if he can correctly
determine which message was
encrypted by the challenger.




Securilty Properties
Enhanced Privacy
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Securilty Properties
Authenticity

Game'IP4" ()

’ C
1. (mpk, msk) < Setup(1™) l ‘L ' 4
2. (G prand) 3 A7 (1, mph) LR >
3. dk, <8 RKGen(msk, p)

Adversary Challenger
4. m = Dec(dk,,snd, c)
5. if Vo € Qo,: (0 #snd) A (m # L) Adversary wins if cis a valid
return 1 ciphertext embedding 0 without

6. else return 0 knowing the encryption key ekg




Reusable
Computational
Extractor

Similar to Francati
et al approach

|IB-ME with Homomorphic

enhanced privacy signatures

IB-ME with

Our
Approach o authntici




Homomorphic
S ign at u res eHr?arEfen::i))ﬁzft:Ecig:: tcl:rI\ﬁessigned data.

sk

@ oy, = Sign(sk,x)

public operation on Ox

co W
“‘ homomorphic evaluation

of C(x)

GC(X) = Eval(pk, o, C)




Our Construction

IB-ME I1 = (Setup, SKGen, RKGen, Enc, Dec)
HS 2 = (Setup, Sign, Eval, Verify)

ENCRYPTION

O s [1.Enc(eky ,rcv,m)

— C — (Cla C )
(157 = Evalpk. 0. ;. O O

eko :=(0, Co)
G, := 2.Sign (sk, O)




Our Construction

IB-ME I1 = (Setup, SKGen, RKGen, Enc, Dec)
HS 2 = (Setup, Sign, Eval, Verify)

ENCRYPTION

[1.Enc(ekg ,®
OC:> — C —\C, CC(o))
Q‘% > Eval(pk, 0, .., C); .

eko :=(0, Co)
G, := 2.Sign (sk, O)




Our Construction

m, P, snd, ¢
are hird wired

IB-ME N = (Setup, SKGen, RKGen, Enc, Dec) in the circuit I 1iff snd = 0 and m = [1.Dec(dk,, snd, ¢’),
HS X = (Setup, Sign, Eval, Verify) C(0) := where dky <=5 I.RKGen(msk’, p);

0 otherwise

ENCRYPTION

O = [1.Enc(eks ,rev,m)

~c=(c,Cr)
Q% 5 Eval(pk, 0, ¢, O); Cf’)

eko :=(0, Co)
G, := 2.Sign (sk, 0) signature on 1
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Our Construction

m, P, snd, ¢

are hird wired ]
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Security of Our Construction

Authenticity:

follows by the unforgeability of
the homomorphic signature
scheme



Security of Our Construction

Authenticity:

J=> [1.Enc(eks ,rcv,m) s
follows by the unforgeability of W DR ()
the homomorphic signature 2.Eval(pk, 0, G5, C);

scheme

ek 4:=(0, Co)



Authenticity:

follows by the unforgeability of
the homomorphic signature
scheme

Enhanced privacy:

follows by the privacy property of
the underlying IB-ME along with
the context-hiding property of the
homomorphic signature scheme

[1.Enc(ekg ,rcv,m)

iz

ek 5:=(0, Co)

—

2.Eval(pk, o, ¢, O);

Security of Our Construction

C— (Cla QC(Q'))



Authenticity:

follows by the unforgeability of
the homomorphic signature
scheme

Enhanced privacy:

follows by the privacy property of
the underlying IB-ME along with
the context-hiding property of the
homomorphic signature scheme

Security of Our Construction

[1.Enc(ekg ,rcv,m)

iz

ek 5:=(0, Co)

N c=() )
> Eval(pk, 0, G5, C); N

privacy of IB-ME

C— (Cla QC(o))

!

context-hiding of
homomorphic signatures



Security of Our
Construction o b hides the orgal aput

Context-Hiding




Security of Our
Construction o b hides the orgnal aput

Context-Hiding

privacy of IB-ME

C — (Cla CC(O))

!

—> context-hiding of
homomorphic signatures




Instantiations

IBE schemes applicable to our construction:

Schemes Assumption ROM | Quantum Resistant
BF’01-Basicident [15] DBDH v X
BW’06 |34 DLin X X
DLP’14 [35] NTRU/RLWE v v
GPV’08 [32] LWE v v
ABB10’10-Select-ID [10] | LWE X v

Fully Homomorphic Signature schemes applicable to our construction:

Schemes Assumption | Quantum Resistant
Boyen et al. [16] SIS v
Gorbunov et al. [17] | SIS v
Luo et al. [33] SIS v




Generic construction
of an IB-ME scheme with:

e enhanced privacy

y e authenticity
CO“ClUSlOnS e standard assumptions

% e post quantum security
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